NudpopmanuoHHas naMATKA I 00y4aIOMIUXCS JAJIS1 Pa3MelleHns Ha
opuuuansubix UHTEpHET-pEcypcax

C KaxIbIM rOJI0OM MOJIOJICKH B MHTEPHETE CTAHOBUTHLCS OOJIbIIE, a MIKOJIBHUKU
OJIHM U3 CaMbIX aKTUBHBIX MOJIb30BatTenel Pynera. Mexay Tem, MOMUMO OTPOMHOIO
KOJIMYECTBA BO3MOXXHOCTEW, MHTEPHET HECET W MpoOJeMbl. DTa MaMsATKa JO0JDKHA
oMo4b Te6e 0€30MacHO HaXOJUThCS B CETH.

KommnerotepHbsie BUPYCHI

KoMmbroTepHblii BHPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTIIMYUTEIBHON OCOOEHHOCTHIO KOTOPOH SIBJISIETCS CIOCOOHOCTh K pa3MHOXKEHHIO. B
JOTIOJITHEHUE K 3TOMY, BUPYCBHI MOTYT MOBPEIUTH WJIHA IOJHOCTBIO YHHUUYTOXKHUThH BCE
daiinpl ¥ NaHHBIE, TOJKOHTPOJIbHBIC IOJIb30BATENI0, OT MMEHU KOTOpPOro Oblia
3amynieHa 3apakE€HHas MporpaMma, a TaKKe MOBPEAWTh WU J1aK€ YHUUYTOXHTh
ONEpallMOHHYI0 CUCTEMY CO BCeMH (Qaiinamu B 1eloM. B OoNbIIMHCTBE Cily4aeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeTobl 3a1UThI OT BPEAOHOCHBIX IPOTPAMM:

1. Mcronb3yil COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MIPOIPaMM;

2. [IlocrossHHOo ycrtaHaBnuBaiW mayTH (UUQpPOBBIE 3aIjIaTKH, KOTOPHIC
aBTOMATHYECKM YCTAHABIMBAIOTCA C LEIbI0 JOpaOTKU MPOrpamMmbl) U JIpyrue
OOHOBJIEHUSI CBOEH ONepalmoHHON cucTeMbl. CKauMBail MX TOJIBKO C O(UIIMATIBHOTO
caiita pazpadboruuka OC. Ecnu cymniecTByeT peXuM aBTOMAaTHYECKOTO OOHOBJICHUS,
BKJIFOYH €T0;

3. PabGoraii Ha cBOoeM KOMIIBIOTEpE TII0J] TpaBaMU IOJL30BATENs, a HE
aJIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE MPOTrpaMMHbIE  MPOAYKTbl ~ M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonb3yil BHENTHUE HOCUTENU MH(MOPMAIUK, TaKue Kak ¢uielika, IUCK WIn
daiin u3 uHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX UCTOYHUKOB,;

7. He oTkpbiBail KOMIBIOTEpHBIE (ailyibl, TOJYyYEHHBIE U3 HEHAIAEKHBIX
UCTOYHUKOB. Jlaxe Te (hailibl, KOTOpbIE TpUCIal TBOM 3HaKOMbIN. Jlydlie yTouHu y
HEro, OTIPABIISLI JIK OH TeOe UX.

Cetu WI-FI

Wi-Fi - 370 He BHJ mepenadu NaHHBIX, HE TEXHOJOTHs, a BCErO JIMIIbL OpeH,
Mapka. Eme B 1991 romy HuaepiaHjackas KOMIAHUS 3aperucTpupoBaia OpeH.I



«WECA», uyto o6o3nauano cnoBocouetanne «Wireless Fidelity», xotopsrit
NEePEeBOIUTCS KaK «OecpOBOAHAS TOUHOCTD.

Jlo Hamiero BpeMeHHu Jiouuia apyras abOpeBuarypa, KoTopas sBISETCS TaKOM ke
TexHosorue. Ito abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO JaHO ¢ HAMEKOM
Ha CTaHJapT BHICIINN 3BYKOBOM TexHUkH Hi-Fi, uTo B mepeBoae 03HaYaeT «BBICOKAS
TOYHOCTBY.

Jla, OecrutaTHBI WHTEPHET-AOCTYN B Kade, OTeIsIX W ad’dporopTax SBISETCS
OTIIMYHOM BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIIEpPThI CIYUTAIOT, YTO
obmenoctynusie Wi-Fi cetn He siBIIsIIOTCS 0€30M1aCHBIMH.

CoBeTsl 10 0€30MacHOCTH paboTe B 00IeNOCTYHBIX ceTaxX Wi-fi:

1. He mepenaBaii cBoro juuHyr0 uHH(GOpMaLUio depe3 odmenoctymnubie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeIbHO HE BBOJIUTH MAPOJIHU JTOCTYIA, JOTHHBI U KaKUE-TO
HOMEpa,

2. HWcnone3yid U OOHOBISII aHTUBUPYCHbIE MporpamMMmbel U Opanamayep. Tem
cCaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKh BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi oTkioun Qyskiuio «O0umit qocty K daitiam u
npuHTepam». JlaHHas QYHKIUS 3aKpbiTa O YMOJIYAHUIO, OJHAKO HEKOTOPHIC
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUs B paboTe min yuebe;

4. He ucnonbs3yit nyonmunsii WI-FI ny1s nepenaun AMYHbBIX JaHHBIX, HAPUMED
JUTSI BBIXO/IA B CONMATIBHBIC CETH WJTH B DJICKTPOHHYIO TTOUTY;

5. Mnonw3yit Tosibko 3anuuieHHoe coequnenue yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBOAN UMEHHO «https://»;

6. B moOunbHOM Tenedone otkiaroun (ynkimoo «Ilogkmrodenne k Wi-Fi
aBTOMaTnueckn». He nonmyckail aBTOMaTH4eCKOro MOAKIOUYECHHUS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cormacusl.

CouunanbHbIe CETH

CornuaabHbIe CETH aKTHBHO BXOJAIT B HAIly KU3Hb, MHOTHE JIFOJU PabOTaIOT H
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3aperncrpupoBad MUUTHAPT YETIOBEK, UTO
SIBJISIETCS. OJHOM CEIbMOM BCEX JKMTEJICH IIIaHeThl. MHOIrMe MOoJb30BaTeid HE
MOHUMAIOT, YTO UH(OpMAIIUs, pa3MEIICHHAs UMHA B COIIMAIBHBIX CETAX, MOXKET OBIThH
HaliJleHa W WCIIOJIb30BaHA K€M YroAHO, B TOM YHCIIE HE 0053aTelIbHO C OJaruMu
HaMEPEHUSIMHU.

OCHOBHBIE COBETHI TIO 0€30MIACHOCTH B COIIMAIBHBIX CETSIX:

1. Orpannub cnucok apy3ei. Y Te0si B Ipy3bsiX HE JOJDKHO ObITh CIyYalHbIX U
HE3HAKOMBIX JIIOJIEH;



2. 3amminai cBOIO YacTHYIO Ku3Hb. He ykasbiBaii maposnu, TenedoHsl, agpeca,
JIaTy TBOETO POXKJICHUS U JIPYTYIO JIMUHYI0O UHPOPMALKIO. 37I0YMBIIIIIEHHUKH MOTYT
UCIIOJIb30BaTh Jake MH(OpPMAIUMI0O O TOM, KaK Thl M TBOU POJUTENH IUIAHUPYETE
MPOBECTH KAHUKYJIbI;

3. 3amuinail CBOK pemyTaiuio - JEpKU € B YUCTOTE U 3ajiaBail ceOe BOMPOC:
X0TeJ ObI ThI, YTOOBI APYTHE MOIH30BATEIM BHICTH, YTO ThI 3arpyxaenisb? [logymaii,
MPEXKJIe YEM UTO-TO OMyOIMKOBATh, HAITMCATh U 3aTrPY3UTh,

4. Ecnu Thl TOBOpUIIbL C JIFOJAbMH, KOTOPBIX HE 3HAEllb, HE HCIOJbB3YH CBOE
peajgbHOEe UMSI U JAPYTYI0 JUYHYI0 MUHGPOPMALMH: HUMS, MECTO KHUTEJIbCTBA, MECTO
y4eObl U poyee;

5. U3Geraii pasmemenust ¢otorpaduit B UHTepHeTe, r/1e ThI M300pa’keH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEACIUTH TBOE MECTOIOIO0KEHHUE;

6. Ilpu peructpanuu B COIMAIBLHON CETH HEOOXOAMMO HCIOIB30BAThH CIOKHbBIC
NapoJiv, COCTOSUIME U3 OYKB U (P U C KOJMYECTBOM 3HAKOB HE MEHEE §;

7. g coumanbHOM CeTH, MOYTHI U JPYTUX CAaWTOB HEOOXOIUMO HCIOJIb30BaTh
pasHble mapoiu. Torjaa eciiu TeOsl B3IOMAIOT, TO 3JI0YMBIIUICHHUKH MOTy4YaT AOCTYM
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpazy.

DJIEKTPOHHBIC ICHBI'U

DNEeKTPOHHBIE AEHBIM — 3TO OYE€Hb YAOOHBIM CHOCOO MIaTexed, OIAHAKO
CYILIECTBYIOT MOIIIEHHUKHU, KOTOPBIE XOTAT MOJTYUYUTh 3TU JICHBTU.

DJIEKTPOHHBIC JCHBI'M TMOSBWIKCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOr0 BO
MHOTHX TOCyAapCTBax J0 CUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, IIe UX
pa3ieaoT Ha HECKOJIBKO BHUJIOB - aHOHMMHbBIE M HE aHOHUMHBIE. Pa3HuIla B TOM, 4TO
aHOHMMHBIE - O3TO T€, B KOTOPBIX pa3pemaeTcs MPOBOJUTH oOrepanuu 0e3
UACHTU(GUKAIINK TTOJIH30BATENSI, @ B HCAHOHUMHBIX HIACHTHU(UKAIMK TOJIb30BATEIS
SIBJISIETCS 00s13aTEIBHOM.

Taxxke cieayeT pa3iauyarh dJIEKTPOHHbIE (UATHBIE JACHBIM  (paBHBI
rOCYJapCTBEHHBIM BaJllOTaM) W OJIEKTPOHHbIE He(pUATHBIC J€HbI'U (HE pPaBHBI
roCyJJapCTBEHHBIM BaIIOTAM).

OcCHOBHBIE COBETHI TIO 0€30TaCHOM padOTe C AICKTPOHHBIMU JIEHIAMHU:

1. ITpuBskK K cdeTy MOOWIBHBIA TenedoH. DTO caMblii yIOOHBIM U OBICTPHIN
Croco0 BOCCTaHOBHUTH NOCTYN K cueTy. [IpuBsizanHbIi TenedoH TOMOXKET, €cCliv
3a0yjelib CBOW IMJIATEXKHBIM MMapoJib WM 3aifJlellb Ha CalT C HE3HAKOMOIo
YCTPOWCTBA,;



2. Hcnone3yéi opHopaszoBble maposd. [locine mnepexoga Ha  YCHIICHHYHO
aBTopu3aluio Tede yke He OyneT yrpoxkaTb OINACHOCTh Kpa)XXW WJIM TepexBara
MJIATEXKHOTO MapoJIs;

3. BwiOepu cnoxubiii mnaponb. IlpectymHukam OyaeT He MPOCTO yrajaaTh
CJIOXHBIN maposb. HanexxHpie mapoam — 3T0 Napoiu, KOTOPbIE COAEPKAT HE MEHee 8
3HAaKOB M BKJIIOYAIOT B €05l CTPOUYHbIE U MPOMUCHBIE OYKBBI, HIU(PPHI U HECKOJIHKO
CUMBOJIOB, TaKh€ Kak 3HaK Jojuiapa, (yHTa, BOCKIMLATENbHBIA 3HAK M T.IL
Hampumep, StROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIC HA CalTaX, KOTOPHIM HE TOBEPSIEIIb.

DneKTpoHHAas IOHTA

DNEeKTpoHHAs IMoYTa — 3TO TEXHOJOTUS U IPENOCTABISIEMBIE €0 YCIYTU IO
NEPECHUIKE U TMOIYUYEHHUIO BJIEKTPOHHBIX COOOIICHHM, KOTOpbIE PacHpelesstoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO JJICKTPOHHBIM TOYTOBBIA  SIIUK  BBITJISLAUT
clenyomuM o0pa3oM: UMs_TOJIb30BaTeI(@uMs_AoMeHa. Takxke Kpome mepeaadu
IPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MEPEIaBaTh (Pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIECKTPOHHOU MOYTOM:

1. Hano BeIOpaTh nMpaBUIIbHBIN MTOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN
BbIOODP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIE JOBEPATH TEM, KOT'O 3HACIIb
Y KTO NIEPBBIM B PEUTHHTE;

2. He yka3piBail B JIMYHON MouTe JUYHYIO0 HHpopmanuio. Hampumep, myurie
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» uim «pok2013» BmecTo «temal3y;

3. HMcnosb3yil IBYX3TallHYIO aBTOPHU3AIMIO. JTO KOTAA MMOMHUMO TMApOJIs HYKHO
BBOJUTH KOJ, IpUChUIaeMbIii o SMS;

4. BpiOepu CIOXKHBIM mapoiib. [ KakI0ro MOYTOBOIO SIIMKA JIOHKEH OBITH
CBOW HAJEKHBIW, YCTOWYUBBIN K B3JIOMY I1apOJIib;

5. Ecnm ecTh BO3MOYKHOCTh HAIlMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH
3Ty BO3MOYKHOCTb;

6. Mcnosb3yil HECKOIBKO MOYTOBBIX SAIIUKOB. [IepBbIN ISl YaCTHOW MEPENHUCKU
C aapecaTaMy, KOTOPBIM Tbl JOBEpSCHIb. OJTO DJIEKTPOHHBIA aIpec HE HaJo
WCITIOJI30BATh TIPH PErUCTpaluy Ha (opyMax u cailTax;

7. He otkpbIiBaii (haitsibl U Apyrue BIOKEHUS B TUChMaX JakKe €CJIM OHU MPUIILIN
OT TBOMX Jpy3el. JIyurne yTouHu y HUX, OTIIPaBIISUIN JIU OHU TeOe 3TU (ailibl,

8. Ilocne oxoHuaHusi pabOTHI HA MOYTOBOM CEpPBHUCE Mepe 3aKPHITHEM BKIJIAIKU
C calToM He 3a0y/Jlb HaKaTh Ha «BBIATHY.

KubepOyuiuHr uau BUPTyaabHOE U3EBATEIBCTBO



KubepOymmuHr — mpeciieoBaHue COOOIIEHUSIMU, COAEPKAIIMMHI OCKOPOICHUS,
arpeccuio, 3alyruBaHue; XYJIMTaHCTBO; COLMAIbHOE OOWKOTHPOBAHHE C TMOMOUIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITMHTOM:

1. He Opocaiicst B 60ii. Jlyummuii croco0: MOCOBETOBAThCS Kak ceOs BECTU W,
€Clii HET TOTO, K KOMY MOXHO OOpaTHThCs, TO BHauaje YCHOKOUTHCA. Eciau Tbl
HAYHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJCHHs, TO TOJBKO eImie OoJblie
pa30xIKeIb KOH(IUKT;

2. Yupasnsiii cBoelt kubeppenyTanue;

3. AHOHUMHOCTb B ceTd MHUMas. CyIlecTBYIOT CIOCOObI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTM XyJUTaHCKHA oOpa3 BHUpPTyalbHOW KU3HU. WHTEpHET
(uKcUpyeT BC€ TBOM JEWUCTBHS M COXpaHAET HUX. YJaIuTh HX OyJIeT KpaiHe
3aTpyIHUTEIBHO;

5. Cobmroail CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. UWrHopupyih enuHuyHbli HeraTuB. (OJHOpPa30Bble  OCKOPOUTENBHBIC
COOOIIeHHs JTy4llle UTHOpUpoBaTh. OOBIYHO arpeccusi MpeKpalaeTcss Ha HavyajabHOU
CTaJuHu,;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKM COOOUIEHUH C
OTPEJETICHHBIX a/IPECOB,;

8. Eciu Thl cBuzaerens kubepOymimHra. TBou AEHCTBUA: BBICTYNHTH MPOTHB
npeciieloBaTeNs, I0Ka3aTh €My, YTO €ro JEHCTBHS OLEHUBAKOTCA HEraTHBHO,
HoJIepXKaTh KEPTBY, KOTOPOM HY)KHA IICHXOJOTHYECKas IOMOIIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOunbHBIN TenehoH

CoBpemeHHbIE cMapTPOHBI U IUIAHIIETHI COJIEPXKAT B ceO€ BIIOJHE B3POCIIBIMA
(GyHKUMOHAT, W TENepb OHU MOTYT KOHKYpPUPOBAaTb CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OHAKO, CPEACTB 3alUTHl JJIsl MOJOOHBIX YCTPOWCTB MOKa OYEHb
Majo. TecTupoBaHUE U MOUCK YS3BUMOCTEN B HUX IPOUCXOAMUT HE TAK MHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TTPHIIOKEHUH.

CoBpeMeHHble MOOMIIbHBIE Opay3ephl YK€ MPaKTUUYECKH JTOTHAIM HACTOJbHBIC
aHaAJIOTH, OJHAKO paciiupeHne (PyHKIIMOHAa BIeYET 32 COO0N OOJBIIYIO0 CI0KHOCTh
Y MEHBIIYIO 3allUIIEHHOCTbD.

Jlaneko He Bce NPOU3BOAUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPhIBAIOILIUE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.



OCHOBHBIE COBETHI sl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

1. Huuero He sBisieTcsl mo-HAcTosIEMY OecIiaTHBIM. Byab OocTOpokKeH, Belb
Korja Te0e mpeuiaratoT OecIUIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO
IUIATHBIE YCIIYTH;

2. lymaii, mpexzae yeM otnpaBuTh SMS, poto wim Buaeo. Thl TOUHO 3HACIIIb,
r7ie OHU OyTyT B KOHEYHOM UTOTE?

3. Heo0x0aumo 0OHOBISTH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa,

4. Ucnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsI MOOMIIBHBIX TEIe(OHOB,;

5. He 3arpyail npwIOXKEHUS OT HEM3BECTHOI'O MCTOYHHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIIEUEHHUE;

6. Ilocie Toro kak Thl BBIACLIb C caiiTa, TJ€ BBOJAWI JMUYHYI HH(OpMaIHIO,
3aiin B HacTpoOiku Opaysepa u yaanu cookies;

7. Ileppoauyeckn NpoOBEPSN KAKWE IUIATHBIE YCIYTM aKTUBHPOBAHBI HA TBOEM
HOMEDE;

8. [aBaii cBOil HOMEp MOOMJIBHOrO TeiepoHa TOJIBKO JIFOASIM, KOTOPBIX TbI
3HACIIb U KOMY JI0BEpSECIb;

9. Bluetooth nomxen ObITH BBIKJIIOYEH, KOIZa Thl UM HE moJb3yemibes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHbIE, 3aXBaTHIBAIOLIUE PA3BICUCHHUS,
OOBEAUHSIONINE COTHH THICSY YEJIOBEK MO BceMy MHpY. Irpoku UccienyoT JaHHbINA
UM MHUP, OOIIAIOTCA APYT C IPYTrOM, BBIIOJHSIOT 33JaHUsl, CPAKAIOTCS C MOHCTPAMHU U
MOJIYYarOT ONBIT. 3a YAOBOJBCTBHE OHM IUIATAT: IMOKYNAKT JHCK, OIUIAYMBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAaKHE-TO OMIINH.

Bce aTu cpeacTBa MIyT Ha MOJAEP)KaHWE M PA3BUTHE WIPHI, & TAKXKE HA caMy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBbl aBTOPU3ALMM, BBITYCKAIOTCS HOBBIC
naTyu (LU@poBkIe 3aMIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono0HBIX Urpax CTOMT ONacaThCs HE CTOJBKO CBOMX COINEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJid, HA KOTOPOM OCHOBaHAa CHCTeMa aBTOPHU3ALMH OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnu gpyroit urpok BeneT ceOsi MIoXO WM CO3/laeT TeOe HENpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxanyiicss afMUHUCTPATOpaM MUIPhbl Ha IUIOXOE€ IOBEIEHUE JTOTI0 HIPOKa,
KEJIATEJIbHO MPUJIOKUTh KaKHE-TO JT0KA3aTENbCTBA B BUJIE CKPUHOB;

3. He yka3zbiBaiil inunyto nHGOpMaluio B mpodaiisie urpsi;



4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBiauBait HeouiiMaabHbIC MTaTYd U MOJIHI,

6. Mcnosib3yil CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. JJaxxe BO BpeMS UTPbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka Thl Urpaelip,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WK KpaXa JUYHBIX JaHHBIX

OOBIYHOI KpaXked JeHEr U JOKYMEHTOB CErOJIHA YK€ HUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHNA 3JI0YMBIIIJIEHHUKH IIEPEMECTUIIUCH B UHTEPHET, U
MPOJIOJKAIOT 3aHUMATHCS «JTFOOMMBIMY JCTIOM.

Tax nosiBUIIach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU (DUILMHT, TJIaBHAs
1eJIb KOTOPOTO COCTOMUT B IMOJIYYEHUU KOH(PHIECHUMAIbHBIX JAHHBIX MOJIb30BaTeNCH
— JIOTMHOB M mapojeil. Ha anrnmiickom si3bike phishing unraerca kak GumuHr (0T
fishing — priOHas mois, password — maposb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM

1. Cneau 3a cBoMM akkayHTOM. Ecnu Thl mojo3peBaelib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOO0XOAMMO 3a0JOKMpOBaThb €€ M COOOUIUTHh aJIMUHUCTPATOPaAM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. HUcnonp3yit Oe3omacHble BeO-CalThl, B TOM 4YHCJIe, MHTEPHET-MarasuHoB M
MTOMCKOBBIX CUCTEM;

3. Hcnonw3yit cioxHble W pa3Hble mnapoyu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH TOJy4aT AOCTYH TOJBKO K OJHOMY TBOEMY
npoUIII0 B CETH, a HE KO BCEM,;

4. Ecnu Te0s B3710MaNIK, TO HEOOXOAUMO MPEAYIPENUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T00aBJIeHBI y T€OS B APY3bSIX, O TOM, YTO T€OsI B3JIOMAJIA U, BO3MOKHO, OT
TBOETO UMEHH OYyJIeT pacChlIaThCs CaM U CChUIKU Ha (PUIIMHIOBBIE CANTHI;

5. YcranoBu Hagexubid napoib (PIN) Ha MoOOMIBHBIN TenedoH;

6. OTKJII0UM COXpaHEHHUe Maposis B Opaysepe;

7. He oTkpbIBaii (ailsibl U Jpyrue BIOKEHUS B MUCbMaX JIaXe €CIM OHU MPUILLITH
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

[Mudposas penyranus

[Mudposas permyranus - 3TO HEraTUBHAS WIK MMO3UTHUBHAsA MHPOPMALIHS B CETH O
tebe. Kommpomerupyromas wuHpopMaIs pa3MelleHHass B HHTEPHETE MOXKET
CEphE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peanbHOM ku3HU. «[udpoBas pemyraius»
- 3TO TBOM UMHJIK, KOTOPBI hopMupyertcst u3 uHdopmaiu o Tede B MHTEPHETE.

TBOE MecTO KHUTENbCTBA, y4eObl, TBOE€ (DMHAHCOBOE MOJOKEHHE, OCOOEHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIIJIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K MyOJHUKAaluu JTUYHON
uHpopmaiuu B VHTepHeTe, HE MOHMMAas BO3MOKHBIX MOCienCcTBHM. Thl jgaxe He
CMOJXEIlIb JIOTalaTbcst 0 TOM, 4TO (oTorpadus, pa3MellleHHas S5 JIeT Hazal, cTaja
MPUYMHON OTKAa3a MPUHATH T€0s Ha PaboTy.

KommenTapuu, pazmenienrne TBoux ¢gororpaduil u Apyrue IHCTBUS MOTYT HE
MCYE3HYTh JaXe IMOCJE TOr0, KaK Thl UX YAAJIHIIb. Thl HE 3HACIIb, KTO COXPaHUI 3TY
uHbOpMaIlMIo, ToMaia JU OHa B IMOMCKOBBIE CHUCTEMBI M COXPAaHWMJIACh JIM OHA, a
TJIaBHOE: YTO MOAYMAIOT O Te0e OKpY>Karolee TN, KOTOPbIe HAWIYT U YBUJIAT 3TO.
Haiitu wundopmaiuio MHOTO JIET CIYCTS CMOXET JI00OW - Kak M3 J0OpbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM NPUUMHUTD BPEA. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HUPPOBOI penyTaluu:

1. IMogymaii, mpexxae 4eM 4YTO-TO MyOJMKOBaTh W MepenaBath y cels B Oisore
WJIA B COIIMAJIBHOU CETH,

2. B mnactpoiikax mpo@uis YCTaHOBM OTpPaHMYEHUS HA MPOCMOTP TBOETO
IpO(UIIA U €ro COAEPKUMOTrO, CACIANA €ro TOJNBKO «JUIS IpYy3ei»;

3. He pasmemaii 1 He yka3piBall MH(GOpPMAIMIO, KOTOpask MOKET KOro-iuoo
OCKOPOJIATH MJIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbI€ IIKOJIbHUKU- aKTUBHBIE MTOJIB30BATENH LIU(PPOBOrO MPOCTPAHCTBA.
OpHako Jajneko He BCE 3HAIOT, YTO IMOJb30BAHWE MHOTHMMH BO3MOKHOCTSIMU
nrdpoBoro mupa TpedyeT coOII0IeHUs MPAaB HA UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepMuUH «UHTEINIEKTyalbHasi COOCTBEHHOCTB» OTHOCUTCA K pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HAuMHas C HOBBIX H300pPETEHUMH U 3HAKOB,
0003HAYaIOIIMX COOCTBEHHOCTh Ha MPOIYKTHl M YCIYT'M , U 3aKaHUMBas KHUTaMH,
dboTorpadusiMu, KHHOPUIEMAMHU U MY3bIKAJIbHBIMU TTPOU3BEIICHUSIMU..

ABTOpCKHE TMpaBa - 3TO IpaBa Ha HUHTEJUIEKTYaJbHYI0 COOCTBEHHOCTH Ha
MPOU3BEJCHUSI HAYKH, JTUTEPATyphl U HMCKycCTBa. ABTOPCKHME IpaBa BBICTYNAIOT B
KaueCTBE TapaHTUU TOTO, YTO MHTEIIEKTYaJbHbIN/TBOPUECKHM TPy aBTOpa HE OyAeT
HaIpacHbIM, JAacT €My CIpaBeUIMBbie BO3MOXHOCTH 3apaldoTaTh Ha pe3yjbTaTax
CBOETO TpYJa, MMOJIYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro Oe3 pasperieHus: aBTopa
HE MOXET BOCIPOM3BOAUTH €ro IMPOU3BEACHHUE, PACHPOCTPAHATh, IyOJIUYHO
J€MOHCTPUPOBaTh, MpOJaBaTh, HWMIIOPTUPOBATH, IYCKAaTb B MPOKAT, MYOJIUYHO
UCIIOJIHSATH, TOKa3bIBaTh/UCIIONHATD B 3dUpe Win pazMeniath B IHTepHeTe.

Hcnonb3oBaHue «IUPaTCKOro» MPOrpaMMHOr0 00ecreueHUsI MOKET MPUBECTH K
MHOTMM pPHCKaM: OT MOTEPH JAHHBIX K TBOMM AaKKayHTaM /0 OJOKHUPOBKH TBOETO
YCTPOMCTBA, TIJie YCTAHOBJEHHBIM He JieraibHas mnporpamma. He crout Taxxke



3a0bIBaTh, YTO CYIIECTBYET JICTAIbHBIE W OECIUIATHBIE MTPOTPAMMBI, KOTOPHIE MOKHO
HaMTH B CETH.

O nopraine

CeteBrUuOK.p( - TBOW TJIaBHBIM COBETUMK B CETHU. 371€Ch Thl MOXEIb y3HATh O
0€30MacHOCTH B CETU MOHSTHBIM U JOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHUH
KPUTHUYECKON CUTyallun OOpaTUTHCS 3a COBETOM. A Takke MNPUHATh Yy4dacTHE B
KOHKYypCax U CTaTh CaMbIM IU(PPOBBIM rpaxkgaHUuHOM!



