JleficTByIOIIAS PEAKITHS

ITucemo MunOOpHayKH Poccuu oT 14.05.2018 N2 08-1184

O manpas/sieHuU UHPOPMALTUU

MUHUCTEPCTBO OBPA3B0OBAHUA U HAYKU POCCUMCKOM
®OEJIEPAIITNIU

ITMCBMO
oT 14 masa 2018 roga N2 08-1184
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JlemapraMeHT rocyapCcTBEHHOHN NOJUTUKYU B cepe obmiero ob6pazoBanns Muno6pHayku Poccun HampaBiiseT
JU1s1 cBeZleHus paspaboranHble BpemenHoii komuccueli Cosera Oezepanuy 1o pasBUTHIO HHPOPMAITMOHHOTO
obIiecTBa METOAMYECKHE DEKOMEHJIAalUAN O pas3MelleHNd Ha MHQOPMAIMOHHBIX CTEHZAX, OQUIINAIbHBIX
VHTEPHET-CAalTaX WU APYyrux WHGOPMAIMOHHBIX pecypcax o0Ieo0pa3oBaTENbHBIX OPraHU3alMd M OPraHOB,
OCYIIECTBIIAIOIINX yIpaBieHne B cdepe obOpa3oBaHusa, uHGOpPMAUU O O0e30I1aCHOM IOBEIEHUH U
HCIIOJIb30BAaHUM CEeTU «VIHTEpHET».

Hupexkrop /JlenapramenTta
A.E. IletpoB

MeToanueckue peKOMeHJanuu
0 pa3MeleHUM Ha TH(POPMAIIMOHHBIX CTEH/IaX, O(PUINATIBHBIX
MHTEPHET-cafTax 1 APyrux nHOpMaAIMOHHBIX pecypcax
001e00pa3oBaTe/IbHbIX OPraHU3aui U OPraHoB,
OCYIIECTRBJIAIONIUX yIIpaBjaeHue B cdhepe ooOpasoBaHuA,
nH@oOpMaU O 6€30IMACHOM IMOBEIEHUY U HCIOJIb30BAHUU CETU
«AHTEepHEeT»

JKcriepraMu U wieHamu BpemenHo# komuccum CoBera Pepepamuu 10 pa3BUTHIO HWHGOPMAIMOHHOTO
obIrlectBa B paMKaX BBIIIOJIHEHHSI PEKOMEHJAINN MapJIaMeHTCKUX CJIYIIAaHUH «AKTyaJbHbIE BOIIPOCHI
obecrieueHusi 6e30MACHOCTH U Pa3BUTHUsA JieTell B MH(POPMANMOHHOM IMPOCTPAHCTBE», KOTOPbHIE MPOILIU B
CoBete ®ezepanuu 17 ampess 2017 T., ObUTH pa3paboTaHbl METOAUYECKHE PEKOMEHAIUN O Pa3MelleHnH Ha
nH(POPMAIIIOHHBIX CTeHAaX, OQUIIUATBHBIX WHTEPHET-CAalTaX W JAPYruX HWHQOOPMAIIMOHHBIX pecypcax
00111e00pa30BaTEIbHBIX OPTaHM3alMH U OPTaHOB, OCYIIECTBJISIOMIMX YIpaBieHue B cdepe obOpasoBaHus,
vHpopManuu o 0e30MacHOM IOBEIEHUHM K HCIIOJIb30BaHUM ceTH «MHTepHeT» (fajiee - MeETOAUYECKHE
PEKOMEH/IALINH).

Meroavueckrne PEKOMEHJAIMK HAIpPaBJIe€Hbl HA KAYECTBEHHOE ITOBBIIIIEHHE YPOBHSA HHGOPMAIMOHHON
JIESITEJIBHOCTH  0011e00pa30BaTEIbHBIX OPraHU3aIUid U OPraHOB, OCYIIECTBJIAIONIUX YIIpaBieHWe B cdepe
obpasoBaHus, B 4YacTH HWHMDOPMHMPOBAHHS YYAIIMXCA, WX POAUTENEH (3aKOHHBIX MPeICTABUTENEH) U
[eJarOTHYeCKuX pabOTHUKOB 00 OCHOBHBIX acleKTax HHGOPMAIMOHHON 6€30MacHOCTH.

MeTouueckue ~ pEeKOMEHJaIllid  IO3BOJIAT  00IeoOpa3oBaTeIbHBIM  OpPraHU3alUsAM M OpraHam,
OCYIIIECTBJISAIONINM yIIpaBJieHre B chepe 00pa3oBaHusl, aKTyaTU3UPOBATH YIKe UCIIOJIb3yeMbIe U pa3MeIlleHHbIE
UHGOPMAITMOHHBIE MAaTEPUAJIBI, TAK M MOATOTOBUTH UX B CJIy4ae UX OTCYTCTBUS C YUETOM JIYUIIIUX MPAKTHK U
PeKOMeHJaIH .

B pamkax MeTOIMYeCKIX PEKOMEH/IAIINN PACCMATPUBAIOTCA CIIEAYIOIEe MHCTPYMEHTHI:

1. I/IH(I)OpMaIII/IOHHI)Ie CTE€H/bI,

2. opurnmasbHble HHTEPHET-PECYPCHI;



3. cpeacra MAaccoBOH I/IH(i)OpMaI_II/II/I (I.LII(OIIBHbIe ra3eThl, IeJaroru4yeCKkue u3gjanmusa nu upyme).

Nudopmarmonsrie creHnpl Ha wHOOpMAUOHHBIX CcTeHZAX B 00I[e00pa30BaTeIbHBIX OPraHU3AIMAX,
PAaCIIOIOKEHHBIX B (oiie yUpexJeHNH U B KaOWHETaX, OCHAIEHHBIX IMTEPCOHAIBHBIMU yCTPOUCTBAMHU JIA
BBIXOZIla B ceTh «lIHTepHeT», pPEKOMEHAYeTCA Pa3MeCTUTh HHQPOPMAIMOHHBIE IAMATKU, COAepKallue
OCHOBHBIE COBETHI IO 0OecIIeueHUI0 NHPOPMAITMOHHON 6€3011aCHOCTH YJIaII[UXCS.

B npuinoxkenuu NO1 K METOAUYECKAM PEKOMEH/IAUAM IIPeACTaBIeH obpasel MaMsaTKH i pa3MelleHus Ha
nH(OPMAIIMOHHBIX CTEH/AX.

CpencrBa maccoBoii nHbopmanuu B cpezictBax MaccoBoi nH(pOpManuy, OpUEeHTUPOBAHHBIX Ha 00y4JaroNuxcs,
peKOMeHJyeTcss B TeYeHUH Yy4eOHOTO Trojia PperyssipHO ITyOsMKOBaTh HHGOPMAIMOHHBIE MaTepUalbl,
IIOCBSIIIIEHHBIE OTAEIBHBIM aclleKTaM HHGOPMAIOHHOM 6€30I1aCHOCTH, a TAK)Ke PA3IMYHbIE IAaMATKYU 00IIero
Xapakrepa.

B cpemctBax MaccoBoil uHGOpMAauuMM, OPUEHTHPOBAHHBIX HA [€JaTOTHYECKYI0  OOIIeCTBEHHOCTH,
PEKOMEH/yeTCsI B TEUEHHH KaJIEHJJADHOTO TOJla PEery/sApHO MybJUKOBaTh MHGOPMAI[MOHHBIE MaTepHUAaJIbl,
IIOCBAIIE€HHbIE OTAECJIBHBIM aCII€KTaM I/IH(i)OpMaI_[I/IOHHOI‘/JI 0€e30IaCHOCTH Kak HECOBEPUIEHHOJIETHUX, TaK H
00111e00pa30BaTeIbHBIX OPTaHM3AIUM, a TAaKXKe pA3JIMYHblE IaMATKH, 0030pbl HOPMAaTHUBHO-IIPABOBOTO
peryJIMpoBaHus JaHHOH cdepbl 1 NHPOPMALHIO O AKTyaIBHBIX MEPOIIPUATHAX U COOBITHAX B JAHHOU cdepe.

B xone npoBenienus EnuHOro ypoka 1o 6e30mnacHocTH B ceTi « ITHTepHET» peKOMeHyeTcss 00eCIIeUnTh BhIIIYCK
TEMAaTUYECKOTO BBIIyCKA CPEACTBA MAaccoBOM uHQoOpManuu Jaub0 cepud MMyOJIMKAIUK, CPEIN KOTOPBIX
PaccMOTpeTh OpraHN30BaHHbIE MEPOIIPUATHS /IJIsI 0OYUAIOIIKUXCS, X POAUTEIEeN (3aKOHHBIX MIPE/ICTaBUTENEN)
Y TI€/IaTOTUYECKON 00IIeCTBEHHOCTH.

Odunuansasie HHTepHeT-pecypcsl OO1eo6pa3oBaTeIbHBIM OpPraHU3AIUAM DPEKOMEHYeTCS Ha CBOUX
0dUINATBHBIX HHTepHeT-pecypcax obecrieunTsb dysKIMOHNpPOBaHNE CaMOCTOSITEJIBHOTO u
crenMaJu3upoBaHHOro paszaen «HHdopmanuoHHas 06e30IaCHOCTb», B paMKax KOTOPOTO IIPeAycCMOTPETh
pasMelieHue ciaeayonel nHGopManun:

dopmar
Ne Pa3znes/moapasnen npeacTaBJIeHUs Conep:xaHue MaTepUAIOB
MaTepUaJIoB
PasMemniarorcss KOMWM JTOKYMEHTOB, T.€.
CKaHUPOBAHHBIM  BapuaHT  JIOKYMEHTa,
JlokanbHbIe COOTBETCTBYIOIINI TpeOOBaHUAM K
HOPMaTHUBHBIE aKThl B napameTpam CKaHUPOBAHUS.
1 chepe ob0ecneuenust Komum noxymeHntoB Pasmemiatorcs JIOKYMEHTHI,
" MHQOPMAaLMOHHON B ¢opmare *PDF pPETrIaMEHTUPYIOIIME  OpraHU3aluil U
6e3omacHOCTH paboTy ¢ TIepCOHANBHBIMH JIaHHBIMH,
00 yYaIMIONINXCS IUITaHBl MEpONPHUATUH MO OOECTeYEeHUIO
nH(}OpPMaLIOHHON 0€30MacHOCTH
o0yyJaroImuxcs u Apyrue.
[TyOnuKyIOTCSl aKTyallbHbIE CBEACHHUS 00
(benepanbHBIX U PETMOHAIBHBIX 3aKOHAX,
MUChMAax OpPTraHOB BIAcTH U JIpyTrue
HOpPMaTUBHO-TIPaBOBbIE JOKYMEHTHI,
HopmarusHoe Kormun periaMeHTHpyiollue obecrieueHue
2. JIOKYMEHTOB B | HH(pOpPMAIIMOHHOMN 0e30macHOCTH
peryaupoBaHHe
dbopmate *PDF HECOBEPIICHHOJIETHUX. Honyckaercs

BMECTO KONMUK pPa3MELIATh THUIIEPCCHUIKU
Ha COOTBETCTBYIOIIME JOKYMEHTHI Ha
caiitax OpraHoB rOCyJ1apCTBEHHOM
BJIACTH.




Ilegarornyeckum
paboTHUKaM

Tekcer Ha cTpaHuLe
caiTa Konun
JIOKYMEHTOB B
dbopmate *PDF

Pasmemarorcs METOIUYECKUE
pEKOMEH a1 n YKa3bIBACTCS
nH(OPMALIUS O MEPOTIPUATHUSIX, TIPOEKTAX
M [OporpaMMax, HampaBJC€HHBIX Ha

IOBBIIEHUE UH()OPMAITMOHHOU
rPaMOTHOCTH MeIarOTHYECKUX
pabOTHUKOB.

4. | O6yuaromumcst

TekcT Ha cTpaHule
caiTa

Pa3zmemiaercst nHopManmonHas maMsaTKa
(mpunmokenrie  Ne2) © yKa3bIBaeTCs
uHpOpMaIU 0O MEPONPUATHSIX, TPOEKTaX
W [porpamMmax, HamlpaBJICHHBIX  Ha
MOBBIIICHUE MH(POPMAIIMOHHOM
IPaMOTHOCTH O0YYarOIIHXCSI.

PomurensiMm  (3aKOHHBIM
5. | mpencTaBUTENSIM)

TekcT Ha cTpaHule
canra

Pasmemaercst nHGOPMAIMOHHAS TAMSATKA
(mpumoskerne Ne3).

oOyuaromuxcst
Pazmentaercs uHpopManus 0
6 Jlerckue  Oe3omacHble | TeKCT Ha CTpaHULE | PEKOMEHAYEMBIX K MCIOIb30BAaHUIO B
" | caiiTel caiita y4yeOHOM Tmpoliecce Oe30MacHbIX caifTax,

OaHHepBl O€30MaCHbBIX JIETCKUX CalTOB.

OpraHaM, OCYIIECTBJISAIOIUM yIIpaBjieHne B cdepe o0pa3oBaHUs, PEKOMEH/yeTCs Ha CBOMX O(HUIINAJIBHBIX
HHTepHET-pecypcax obecreyuTh (PYHKIMOHUPOBAHHUE CAMOCTOATEIBHOTO U CIIENUAJIM3UPOBAHHOTO pas/iest

«HdopmanuoHHas 6e301MacHOCThY,

u"boOpMaIuu:

HEJIb3A4

B paMKax KOTODOTO IPeAyCMOTPETh pasMelleHHe CJeAylolen

IIpunosxenue No1

ITamarka
VIS OOy4Jarommxcsa 00 nH(POPMAITMOHHOM 0€30IacHOCTH AeTen

1. Beem mozpsazt coobiaTh CBOIO YacTHy0 nHbopManuio (Hacrtosiue ums, ¢hpaMwinio, TeaedoH, afipec, HOMeP

IITKOJIBL, a TaKKe poTorpaduu CBOU, CBOEH CEMBU U JIpy3€ei);

2. OTKpBIBaTh BJIOKEHHBIE (HANITBI 2JIEKTPOHHOH IMOYTHI, KOT/Ia HEe 3HAEIlb OTIIPABUTEJIS;

3. pr6I/ITb, npuaupaTbCad, OKa3bIBaTh JaBJIEHNUE — BECTU ce0s1 HEBEKJIMBO U arpeCCUuBHO;

4. He pacmopsizkaiics [eHbraMu TBOEH ceMbH 0€3 pa3pelleH s CTapIKX - BCEI/Ia CIpaIluBalil pOAUTENEL;

5. He Bcrpeuaiics ¢ VHTEepHET-3HAKOMBIMH B PEAbHOHN JKU3HHU - IOCOBETYHUCA CO B3POCJIBIM, KOTOPOMY

ZIOBEPsIEIIb.

OCTOPOKHO

1. He Bce nmumryt nmpasay. Yuraems o cebe Henpasay B IIHTepHeTe — co00LM 00 3TOM CBOMM POJUTEISAM WU

OIeKyHaM;

2. HpI/II‘IIaIHaIOT IepenunucbIBaThCA, UTPATh, 0oOMeHUBaThCA - IIPOBEPD, HET JIX I1IOABOXA,;

3. HezakonHoe xonnpoBanue ¢aiisios B IHTEpHETE - BOPOBCTBO;




4. Bcerna paCCKaBBIBafI B3POCJIBIM O npoGnemax B CE€TU - OHU BCErja roMoOryT;

5. Mcnonp3yit HacTpoiiku 6e3011acHOCTH W IIPUBATHOCTH, YTOOBI HE ITOTEPATHh CBOM AKKAYHTHI B COICETSX U
JIPYTHX IIOpTajax.

MOXKHO
1. YBakaii APyTUX OJIb30BaTENIEN;
2. [Tosp3yernibess THTepHET-UCTOYHUKOM - JieJIall CChIJIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCBLIKH, B KOTOPBIX YBEDPEH;
4. O61IaThCs 32 IOMOIIBIO B3POCJIBIM - POJIUTENH, OTIEKYHbI U a/IMUHUCTPALIVS CAUTOB BCEI/Ia IOMOTLYT;
5. [Tpoiiam obyueHnue Ha caiite « CETEBUUOK» U MOJIyYH IMACHOPT IIU(PPOBOTO rpakAaHuHA !
IIpunoxenue NO 2

HNuadopManmnoHHaa MaMATKA JJIA O0YJIAIOIIXCA /1A pa3dMenle HUA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXKIbIM TOJIOM MOJIOZAEKHM B MHTEPHETE CTAHOBHUTHCA OOJIbINE, 4 INKOJBHUKK OZHU M3 CAMBIX aKTHBHBIX
mosib3oBaTesiel Pynera. Mexxay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH, MHTEDHET HeceT U
pobJieMbl. DTa MaMsATKa A0JI?KHA TOMOYb Tebe 6e30MacHO HaXOAUThCA B CETH.

KomnbroTepHble BUPYCHI

KoMIbIoTepHBIN BUPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrPAMM, OTJIHYHUTEIHHOH OCOOEHHOCTHIO
KOTOpOH SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B JIOIOJIHEHHWE K 3TOMY, BUPYCHl MOTYT HOBPEJUTH KU
MIOJTHOCTHIO YHUUTOKUTH Bee (ailibl U JJAHHbBIE, IOAKOHTPOIbHBIE [TOJIH30BATENI0, OT UMEHH KOTOPOTO ObLIa
3alylleHa 3apak€HHasA MMPOrpaMMa, a TakKe IMOBPEAUTh WIN Ja)ke YHHUYTOXKUTH OIEPAllIOHHYIO0 CHUCTEMY CO
Bcemu (aiiyiaMu B 11eJIOM. B 60JIBIIMHCTBE CIy4aeB paCIPOCTPAHSIOTCS BUPYChI YePe3 HHTEPHET.

MeTO]_II)I 3alIUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. Ucnosnp3y#l coBpeMeHHbIe OIIEpAl[OHHBIE CHCTEMBI, HMEIOIINE CEPhE3HBINI YPOBEHb B3alIUTHl OT
BPEZIOHOCHBIX IPOTPAMM;

2. IMocrossHHO ycraHaBiauBai mauytu (nudpoBBIE 3aIUIATKH, KOTOPhIE aBTOMATUYECKU YCTAHABIWUBAKIOTCSA C
L[eJIBI0 JIOPAOTKU MPOTPaMMBbl) U IPYTHie OOHOBJIEHUS CBOEH OIlepaliiOHHOHN cucteMbl. CKaunuBai UX TOJIBKO C
obunuanpHOro caiita pazpaborurnka OC. Eciiu cyiecTByeT peskUM aBTOMATHUYECKOTO OOHOBJIEHUS, BKJIIOUU
ero;

3. Paboraii Ha cBOoeM KOMIIBIOTEPE IIOJ IIpaBaMHU II0JIb30BATE/IA, 4 HE aJIMUHUCTPpATOPA. 3TO HE IMO3BOJIUT
GOHI)IIII/IHCTBy BPE€AOHOCHBIX ITPOTPAMM HMHCTAJIJIMPOBATHCA HAa TBOEM IIE€PCOHAJIBHOM KOMIIBIOTEPE;

4. Wcmonp3yili aHTHMBHUPYCHBIE IIPOrPAMMHBIE MPOAYKTHI HU3BECTHBIX IIPOM3BOAUTENIEH, C aBTOMATHYECKHM
00HOBJIEHUEM 0a3;

5. Orpaanyp GU3NIECKUH JOCTYI K KOMIIBIOTEPY /71 TOCTOPOHHUX JINII;

6. Mcnonb3y# BHeIIHHE HOCUTENN HHGOPMAIlUH, Takue Kak ¢JIelika, JUCK Win (aia u3 HHTepHETa, TOJIBKO
13 npodepeHHbIX HCTOYHHUKOB;

7. He oTkppIBall KOMIbIOTEpHBIe alybl, IOJydeHHble W3 HEHAJEXHBbIX WCTOYHUKOB. Jlake Te aiisl,
KOTOpBIe ITPUCJIa TBOM 3HAKOMBIH. JIydIlle yTOUHY y HETo, OTIIPABJISJI JIU OH Tebe UX.

Cetu WI-FI
Wi-Fi - 310 He BuA mepefauu MAHHBIX, HE TEXHOJIOTHA, a BCero JMINb OpeHZ, Mmapka. Eme B 1991 roxay

HUZlepJIaH/AcKasd KOMIIaHU:A 3aperucrpupoBana Opers « WECA», uyto o6o3Hauyano cyoBocodyeranue «Wireless
Fidelity», koTOpBII TEpEBOAUTCA KaK «OECIIPOBOHAS TOYHOCTDY.



Jlo Hamiero BpeMeHH Jonula Apyrasg ab0peBuaTypa, KoTopasd SABJIAETCSA TAaKOH ’Ke TeXHOJIoTHeH. ITo
abbpesuarypa «Wi-Fi». Takoe Ha3BaHUe OBLIO JJAHO C HAMEKOM Ha CTAHJIapPT BBICIIUN 3ByKOBOU TexHUKU Hi-
Fi, uTo B mepeBo/ie 03HAYAET «BBICOKAS TOUHOCTh».

Jla, GecryaTHBIN WHTEPHET-IOCTYI B Kade, OTeJIAX U a3POIOPTaX ABJIAETCH OTIINIHON BO3MOXKHOCTBIO BBIXO/IA
B mHTepHeT. Ho MHOTHE 3KCIepThl cCUUTaIoT, 94To 001mezocTymHble Wi-Fi ceTn He sBsAI0TCSA 6€301IaCHBIMU.

CoBeTsl 110 6e30I1aCHOCTH paboTe B OOIIeAOCTYIHBIX ceTssx Wi-fi:

1. He nmepeznaBaii cBoro nuHyto nHpopmanuio yepes obmienocrynnabie Wi-Fi cetn. Paboras B HUX, JkeJlaTeTbHO
He BBOJIUTD ITAPOJIH JIOCTYIIA, JIOTUHBI ¥ KAaKHe-TO HOMEDPA;

2. Vcmosib3yii 1 OOHOBJISAM aHTHUBUPYCHbBIE IIPOrpaMMBbl 1 OpaHaMayep. Tem camMbIM Thl 00e30Macuiilb cebst OT
3aKayKy BUPYyCa HA TBOE YCTPOUCTBO;

3. IIpu ucnosnp3oBanun Wi-Fi ortrkimoun ¢ysknuo «O6mui mocrtyn k aitiam u nmpunTepam». JlanHas
(yHKIMA 3aKppITa IO YMOJYAaHWIO, OFAHAKO HEKOTODHIE II0JIb30BATENN AaKTUBHUDPYIOT €€ /I yzoOcTBa
HCITOJIb30BaHUA B paboTe min yuebe;

4. He ucnonsayit nyosmunbiii WI-FI a1 nepezjaun JIMYHBIX TAHHBIX, HAIIPUMED JUJIS BBIXO/IA B COI[UAJIBHBIE
CeTH WJIH B 3JIEKTPOHHYIO IIOUTY;

5. Umosie3yii TOJIBKO 3amuinerHoe coenutenne yepes HTTPS, a ue HTTP, T.e. mpu Habope Beb-agpeca BBOAU
nmeHHO «https://»;

6. B mo6mnipHOM Tesedone oTkiounm ¢yHknuio «Ilopkiaiouenne k Wi-Fi aBromarnuecku». He nmomyckai
aBTOMATHYECKOT'O IIOKIII0UEHNUA yeTpoiicTBa k ceTsaM Wi-Fi 6e3 TBoero corsacus.

ConuajibHbIE CETH

ConmasibHbIE CETH aKTUBHO BXOJAT B HAIIY >KU3Hb, MHOTHE JIIOAU pabOTAIOT W KUBYT TaM IIOCTOSHHO, a B
Facebook y»ke 3apervicTpupoBaH MIJLIHAP/] YEJIOBEK, UTO SIBJISIETCS OJHOU CEbMOM BCEX JKUTEJIEH IJIaHETHI.
MHorue Mosb30BaTEN HE MOHUMAIOT, YTO MHGOPMANUA, pa3MelleHHas UMHU B COIMAJIbHBIX CETAX, MOXKET
OBITH Hal/IeHa U UCIIOJIb30BaHA KEM YTOZHO, B TOM YHCJIe HE 00513aTEIbHO ¢ 0J1arMU HaMepPEeHUSMU.
OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIMAJIbHBIX CETX:

1. OrpaHu4p CIUCOK Apy3eh. Y TeOs B IPY3bsiX HE MOKHO ObITh CIYYAHHBIX U HE3HAKOMBIX JIIOZEN;

2. 3amumiai CBOI0 YaCTHYIO *KU3Hb. He ykaswiBall maposiu, TenedoOHBI, afipeca, AaTy TBOETO POXKIAEHUA U
JIPYTYIO JTUYHYI0 HHPOpMAIUo0. 3JI0yMBIILIEHHUKHA MOTYT HUCIIOJIH30BaTh JlJa’ke MH(POPMAIIUIO O TOM, KaK ThI U
TBOU POJTUTEJIN TIAHUPYETE MTPOBECTU KAHUKYJIbI;

3. 3aluInai CBOI PElyTaIlhio - JAEeP:KH €€ B YKMCTOTE U 3aj7aBail cebe BOMPOC: XOTesa ObI ThI, YTOOBI IPyrUe
MOJIb30BATEI BUJIEJIM, UTO ThI 3arpykaemb? Ilomymay, mpeskjie 4eM UYTO-TO OIyOJIMKOBAaTh, HAIHCATh U

3arpy3uTh;

4. Ecyii THI TOBOPHIIB C JIIOZBMU, KOTOPHIX HE 3HAEIb, HE UCIOJIb3YH CBOE PEIBHOE UM U JIPYTYIO JIMUHYIO
MHQPOPMAIINH: UMsI, MECTO JKUTEIHCTBA, MECTO YUeObI U IIPOYEE;

5. Wsberaii pasmemenus dororpaduii B IHTEpHETE, I/I€ ThI H300paKeH HAa MECTHOCTH, IT0 KOTOPOH MOKHO
OTIPEZIETUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrparu B CONMATHHONU CETH HEOOXOAUMO UCIOJIB30BATh CJIOKHBIE TAPOJIH, COCTOSIINE U3 OYKB U
nudp U ¢ KOJIMYeCTBOM 3HAKOB He MeHee 8;

7. JIJIs1 COIMAJIBHOM CETH, MOYTHI U JAPYTHX CAHTOB HEOOXOJMMO HCIIOJIb30BaTh pa3Hble maposu. Toraa eciu
Tebs B3JIOMAIOT, TO 3JIOYMBINLJIEHHUKY TOJIyYaT AOCTYI TOJIBKO K OTHOMY MECTY, a He BO BCE Cpasy.

OJIeKTPOHHBIE [IeHbI'U

SHGKTpOHHbIe JA€HbI'l — 3TO OYEHDb y].'[OGHI;IfI criocob H]IaTe)Keﬁ, OHAKO CYIIECTBYKOT MOUIICHHUKH, KOTOPbIE
XOTAT IMOJIYYUTDb 3TU JICHbI'U.

SHEKTPOHHI)IQ JAE€HbI' IIOABUJINCH COBCEM HEJAaBHO U MMEHHO M3-3a 3TOT'O BO MHOTHUX IroCyAapCTBax 0 CUX II0D
HE IIPOIINCAaHO IIPO HUX B 3aKOHAaX.



B Poccun ke oHY GQYHKIIHOHHUPYIOT U O HUX y’Ke IIPOMKMCAHO B 3aKOHE, I7Ie UX Pa3/E/IAI0T Ha HECKOJIBKO BH/IOB
- aHOHMIMHBIE U HE aHOHMMHBIE. PazHuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX Pa3pEIIaeTcs IPOBOAUTH
omnepanuu 6e3 WaeHTU(PUKAIIUN I0JIb30BATEIS, & B HEAHOHUMHBIX UAEHTU(DUKAIINN I0JIb30BATEIsSI ABJIAETCSA
00sA3aTeILHOM.

Takke csienyer pasaudaTh 3JI€KTPOHHBIE (QuUaTHbIE eHbrH (paBHBI TOCY/IAapCTBEHHBIM BAJIOTaM) H
3JIEKTPOHHBIE He(UATHBIE JIEHbI'N (He paBHBI TOCYZAPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 6e3011acHON paboTe ¢ 3JIEKTPOHHBIMY JeHbIaMu:
1. IIpuBsku K cueTy MOOWIBHBINA TesteOH. TO caMbIil yZIOOHBIN U OBICTPBIN c110cO6 BOCCTAHOBUTH JOCTYI K
cuery. IIpuBs3aHHBIN TesieOH IOMOXKET, ecau 3a0yzielb CBOH IIJIaTEXKHBIM ITapoJIb WM 3alJIeNTb HA CAUT C

HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnosnp3yll ogHOpasoBble naposu. Ilocie mepexojia Ha yCWIEHHYI0 aBTOopu3anuio Tebe yxke He Oyzaer
YTPOKATh ONACHOCTh KPAJKK MJIU IIEPEXBaTa MJIATEXKHOTO MapoJis;

3. Beibepu cioxkHbIN napostk. [IpectynHikaM GyzeT He IPOCTO YraJjaTh CJIOKHBIN 1aposib. HajiexHbie mapoau
— 3TO MapoJIH, KOTOPBIE COZIEPIKAT He MeHee 8 3HAKOB U BKJIIOYAIOT B ce0sl CTPOYHBIE U IPOIKCHbIE OYKBBI,
nudphl 1 HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HaK Jlojuiapa, GyHTa, BOCKIUIATETbHBIN 3HaK U T.I. Hampuwmep,
StROng!;;

4. He BBOJIM CBOU JIMYHBIE JTAHHBIE HA CAHTaX, KOTOPHIM HE JIOBEPSIEIIh.

DJIeKTPOHHAs ITIOHTA

JJIEKTPOHHAs TOYTa — 5TO TEXHOJIOTHS W INPeAOoCTaBJIsieMble €I0 YCJIYTH IO IepechUIKe U IOJIyYeHUIO
BJIEKTPOHHBIX COOOIIEHUH, KOTOpPHIE PACHPEAENSAIOTCS B KOMIBIOTEPHOH ceTH. OOBIYHO 5JIEKTPOHHBIN
MOYTOBBIA SAIIUK BBIVIAUT CJAEAYIOIIMM 00pa3oM: WMs_IIOJIb30BaTeNA@uMs_aqoMeHa. Takike Kpome
IepeZiayy IPOCTOTO TEKCTA, UMEETCsI BO3MOXKHOCTb ITepe/IaBaTh (Pamisibl.

OCHOBHBIE COBETHI 10 6€30MMACHOM paboTe C AJIEKTPOHHOM ITOYTOMH:

1. Hayto BBIOpaTh MpaBUIBHBIN TOYTOBBIN CEPBUC. B MHTEpPHETE €CTh OTPOMHBIN BBIOOD OECIIIATHBIX IIOYTOBBIX
CEPBUCOB, OTHAKO JIyYIlle JJOBEPATH TEM, KOTO 3HAEIIb U KTO IIEPBHIN B PEHTHHTE;

2. He ykasplBai B JIMYHOH 1mouTe JIMYHyl0 uHpopmanuo. Hamnpumep, sydme BbIOpaTh
«My3BIKQJIbHBIN__(paHAT@» WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnosp3yii ABYX3TAHYI0 aBTOPU3ALIHIO0. TO KOTI/Ia IOMUMO IapoJis HY?KHO BBOAUTH KO/, IPHUChLIIa€MBIN 110
SMS;

4. Beibepu CJI0KHBIN MapoJib. 11 KaKIOTO ITOYTOBOTO SITHUKA JOJIKEH OBITh CBOU HAZEXKHBIN, YCTOMYUBBIN K
B3JIOMY 1apOJIb;

5. Eciiu ecTh BO3MOXKHOCTH HAIIMCATh CAMOMY CBOU JIMYHBIA BOIIPOC, HCIIOJIB3YH BTY BO3MOKHOCTB;

6. Vcniosip3yHl HECKOJIBKO ITOYTOBBIX SAIIUKOB. IIepBBIH /711 YACTHOHN IEPENNCKU C aJpecaTaMu, KOTOPHIM ThI
JIOBepseIb. ITO 3JEKTPOHHBIN a/Ipec He Ha/l0 UCII0/Ib30BATh DY PETUCTPAIIUY Ha (OpyMax U calTax;

7. He oTkpbIBail (paiiyibl U pyTHe BJIOKEHUS B MHChMaX Ja’Ke €CJIU OHH IPUIIUIA OT TBOUWX Jipy3el. Jlyuie
VTOYHHU Y HUX, OTIIPABJISIIH JIM OHU Tebe 3TU haiiibl;

8. ITocsie oxoHuaHus paboOThI Ha IOYTOBOM CEPBHUCE IEPE 3aKPBHITHEM BKJIALKH C CATOM He 3a0yab HaskKaTh Ha
«BBIATH>.

KubepOysUTHHT WK BUPTYaJIbHOE U3/IEBATETBCTBO

Kubepby/uuHr — mpeciieZioBaHWEe COOOLIEHHAMU, COJEPKALIUMU OCKOPOJIEHUA, arpeccHio, 3allyTHBAHUE;
XyJINTAHCTBO; COITMAIbHOE OOMKOTHPOBAHUE C ITIOMOIIBIO PA3JINYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IT0 60pBOE ¢ KUOEPOYTHHIOM
1. He Gpocaiica B 60ii. JIyumuii crioco6: mocoBeTOBaThCA Kak ceOs BECTH U, €CIM HET TOro, K KOMY MOXKHO

o6paTuThCA, TO BHAYaJIe YCIOKOUTHCA. EC/IM ThI HAayHEIb OTBEYaTh OCKOPOJIEHHAMHU Ha OCKOPOJIEHUA, TO
TOJIBKO el11e OOJIbIIIE PA30KIKEID KOHQIIHKT;



2. YropaBsiisiii CBOel KubeppernyTaluen;
3. AHOHUMHOCTD B ceTr MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM

4. He croutr BecTH XyJIUTAHCKUHM 00pa3 BUPTYaJIbHOU XKM3HU. VIHTepHET (UKCHUPYET BCE TBOU JIEUCTBUSA U
COXpaHseT UX. YAIUTh UX OyJeT KpaiiHe 3aTPy/IHUTEIbHO;

5. Cobutoaii CBOY BUPTYJIbHYIO YECTh CMOJIOAY;

6. UrHopupy#l enuHUYHBIH HeratuB. OJHOPa30Bble OCKOPOUTEJNIbHBIE COOOIIEHUs JIydyllle UTHOPUPOBATH.
OOBIYHO arpeccus MpeKpaIaeTcs Ha Ha4YaJbHOU CTa/INH;

7. Ban arpeccopa. B mporpammax o0OMeHa MIHOBEHHBIMU COOOIIEHHSMH, B COIMAJIBHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKUPOBKY OTIIPABKH COOOIIEHUI C OIIPE/IEJIEHHBIX a/IPECOB;

8. Ecstnt ThI cBHzETENb KbepOy tnHTa. TBOM MEHCTBUSL: BBICTYIIUThH IPOTUB IIPECIEA0BATES, TOKA3aTh €My,
YTO ero JIEUCTBUS OIEHUBAIOTCS HETATUBHO, IO/JIEPKATH KEPTBY, KOTOPOU HY’KHA IICUXOJIOTUYECKAs TIOMOIITb,
COOBIITUTH B3POC/IBIM O (DAKTE arPECCHBHOTO MTOBE/IEHUS B CETH.

Mob6usbHblH TeaedoH

CoBpemMeHHbIE cMapT(OHBI U IUIAHIINETHI COEPKAT B cebe BITOJIHE B3POCIbIN (DYHKIMOHAJ, U TENEPh OHU
MOTYT KOHKYPHUPOBaTh CO CTAI[OHAPHBIMH KoMIbioTepamu. OJHAKO, CPEJCTB B3aIlUThl JJIA TMOZOOHBIX
YCTPOUCTB MOKa 0YeHb Masio. TecTHPOBaHME U ITOUCK YSI3BUMOCTEH B HUX IIPOUCXOIUT HE TaK WHTEHCUBHO, KaK

quts ITK, To ke camoe KacaeTcss © MOOMIBHBIX TTPUJIOKEHHH.

CoBpeMeHHbIE MOOWJIbHBIE OPay3€ephl yiKe IPAKTUYECKU JIOTHAJIM HACTOJIbHbIE AHAJIOTH, OJTHAKO PaclIipeHue
(dyHKUIMOHAA BIedeT 32 OO0 OOJIBIIYIO CJI0KHOCTD U MEHBIIYIO 3aIIUIIEHHOCTD.

Jlajieko He BCe MPOU3BOUTEIN BBIILYCKAIOT OOHOBJIEHHUS], 3aKPBIBAIOIIME KPUTUYECKHE YSA3BUMOCTHU /JIsL CBOUX
YCTPOWCTB.

OCHOBHBIE COBETHI /151 6€30I1aCHOCTH MOOMIBHOTO TesiedoHa:

1. Huuero He sABAeTCs IO-HACTOAIIEMY OeCIUIaTHBIM. Byab OCTOpO’KeH, BeAb Koraa Tebe Ipejjiaraior
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKAE-TO IJIATHBIE YCIIYTH;

2. Jlymai, npeskzie 4eM OTIpaBuTh SMS, doro wiu Buzseo. Thl TOUHO 3HAENIb, I7ie OHU OYAyT B KOHEUHOM
urore?

3. Heo6xo0/1M0 0OHOBJIATH OMIEPAIOHHYIO CUCTEMY TBOEro cMapTQoHa;
4. Vicnosib3y# aHTUBUPYCHBIE TPOTPAMMGBI JIJIsI MOOMJIBHBIX TeIe(POHOB;

5. He sarpyxail NpWIOKEHHS OT HEM3BECTHOTO HCTOYHWKA, BEIb OHH MOTYT COJAEPKATh BPEIOHOCHOE
[MpOrpaMMHOE 00€eCIIeueHHE;

6. TTocsie TOTO KaK THI BBIM/IEIID ¢ caiiTa, Ijie BBOAUJ JUUHYI0 HHGOPMAIUIO, 3aid B HACTPOMKHU Opaysepa u
yaanu cookies;

7. [leproanyecKy MPOBEPSN KaKHe IIaTHBIE YCIYTH AKTHBUPOBAHbI HA TBOEM HOMEDE;

8. laBaii cBOIl HOMep MOOIBHOTO TeieOHA TOIBKO JIFOSM, KOTOPBIX ThI 3HAEIIb U KOMY ZIOBEPsIEIIIb;

9. Bluetooth nosxeH GBITH BHIKJIIOUEH, KOT/IA ThI UM He T0JIb3yelibes. He 3a6bpIBait HHOT/IA IPOBEPATD 3TO.
Online urpsr

CoBpeMeHHbIe OHJIAHH-UTPHI - 9TO KPACOUYHBIE, 3aXBATHIBAIOIIHE PA3BJIeUeHUs], 0ObeAUHSIONINE COTHU THICAY
YeJI0BEK 1O BceMy MHpPY. VITPOKM HCCIEAYIOT JAHHBIH UM MHP, OOLIAIOTCA APYT C APYTOM, BBIMOJIHSIOT
3a/laHUsl, CPAXKAITCA C MOHCTPAMH M IOJIy4alOT OMBIT. 34 V/OBOJICTBHE OHHU IUIATAT: MOKYHAIOT JKCK,
OIUIAYUBAIOT aOOHEMEHT WX IPUOGPETAIOT KAKHUE-TO OMIUU.

Bce aTH cpenctBa WMAYT Ha TOAJEPKAHWE W Pa3BUTHE WIPHl, a TakKe Ha caMmy 0e30IaCHOCTE:

COBEPLIEHCTBYIOTCSA CHUCTEMBI aBTOPU3AIUH, BBIIYCKAIOTCA HOBBIe HaTdd (IudpOBBIE B3aIIaTKU JJIsd
IIPOrPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.



B 1'[0]_'[06HI>IX urpax CTOUT oOIlacaTbCA HE€ CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KpaxXu TBOEro IapoJid, Ha
KOTOPOM OCHOBaHa CHCT€Ma aBTOpHU3alinuu GOJIBIITMHCTBA urp.

OCHOBHBIE COBETHI 10 6€30IIaCHOCTH TBOETO UTPOBOTO AKKAYHTA:
1. Ecsiu ipyroii urpok BezieT cebsi II0X0 WU CO3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ho;xanyﬁca AAMHUHHCTPpATOPAM HUI'DBI HA IIJIOXO0€ IIOBEACHHE 3TOI'0 UI'POKaA, KejIaTEJIbHO IIPUJIOKUTDh KaKue-
TO IOKa3aTeyIbCTBA B BU/l€ CKPDUHOB;

3. He ykaswiBail TuuHyt0 "HQOpPMAaIUIO B Ipodaiiyie Urphl;

4. YBaxkall APYTUX YIACTHUKOB II0 UTPE;

5. He ycranaBiuBait HeoHITHaIbHbIE IATYU U MOJIBI;

6. Mcnosb3yi C10KHBIE U pa3Hble IapoJIy;

7. laxke BO BpeMs UTPHI HE CTOUT OTKJII0YATh aHTUBUPYC. [ToKa ThI UTpaelb, TBOM KOMIBIOTED MOTYT 3apa3UTh.
QuUIIUHT WK Kpaska JINIHBIX TAHHBIX

OOGBIUYHOM Kpaxceﬁ A€HEr' 1 JOKYMEHTOB CEroJHA y»X€ HHKOI'O HE€ yJAUBHIIIb, HO C PAa3BUTUEM HUHTECPHET-
TEXHOJIOTUI 3JIOYMBINIVIEHHUKHU IIEPEMECTU/IUCH B UHTEPHET, U IIPOJOJIXKAIOT 3aHUMATbCA «JTFOOUMBIM » AEJIOM.

Tak MOsABMJIACH HOBas yrpo3a: HHTEPHET-MOIIEHHUYECTBA WJIH (DUIIUHT, [JIABHASA I€JIb KOTOPOTO COCTOUT B
MOJIyYeHUN KOHGUIeHIINAIBHBIX JTAHHBIX MO0JIb30BaTeIell — JIOTHHOB U maposied. Ha aHTIMHCKOM sI3bIKe
phishing unraercs xkak ¢purnunr (ot fishing — pei6Has s1oBJ1s1, password — mapoJib).

OCHOBHBIE COBETHI 110 H0pBHOE ¢ GUITUHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. ECjiM ThI OI03pEBAEIlh, YTO TBOsI aHKeTa ObLIa B3/IOMaHa, TO HEOOXOAUMO
3a0JIOKUPOBATH €€ U COOOIIUTH aIMIHUCTPATOPAM pecypca 00 3TOM KaK MOXKHO CKOpeE;

2. Mconp3yii 6e30macHble BeO-CAWThI, B TOM YKCJIe, HHTEPHET-Mara3nuHOB U TIOMCKOBBIX CHCTEM;

3. Ucnonp3yii ciokHble U pa3Hble maposiud. TakuM o0pa3oM, ecau Tebsi B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKU
[TOJIyYaT JOCTYII TOJIBKO K OJTHOMY TBOEMY IPOGIUIIIO B CETH, a HE KO BCEM;

4. Ecniu Tebs1 B3yIOMAasd, TO HEOOXOAMMO TPEIYIIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIe /06aBJieHbI Y TeOs B
JIPY3bsiX, O TOM, YTO TeOs B3JIOMaJI W, BOBMOKHO, OT TBOETrO0 MMeHU Oy/eT pacchUIaThCs CIaM U CCHUIKHM Ha
(UIITMHTOBBIE CAUTHI;

5. YcranoBu HagexxHbIH 1aposs (PIN) Ha MoOMIbHBIH TenedoH;
6. OTKJTIOYM COXpaHEHUE apoJisa B Opaysepe;

7. He oTkpbIBail (aiiyibl U pyrye BJIOXKEHUs B MHUChMaX Jla’kKe €CIU OHU MPUIILUTH OT TBOUX JApy3ei. Jlyuie
VTOYHHU Y HUX, OTIIPABJIAIN JIK OHU Tebe 5Tu baiiibl.

udposas penyranusa

[Mudposas pemyTaius - 3TO HeraTUBHAs WX MO3UTHBHAsA wHopMaIs B ceTu o Tebe. Kommpomerupytomas
vHpOpMaIUsA pa3MellleHHasl B UHTEPHETE MOXKET CepPbe3HbIM 00pa30M OTPA3UThCS HA TBOEH PEaIbHOM KU3HU.
«IudpoBas pemyramusa» - 3TO TBOM UMUK, KOTOPBIH hopMupyercs u3 uHboOpManuu o Tebe B HHTEPHETE.

TBoe mecTo JKHUTEJIbCTBA, y‘Ie6bI, TBOE (I)I/IHaHCOBOC IIOJIOKEHUE, 0COOEHHOCTH XapakTepa MU pacCka3bl O
OGJIM3KUX - BCE ATO HAKAIJIUBAETCA B CETH.

MHorue NOAPOCTKU JIETKOMBICJIEHHO OTHOCATCA K NyOiaukanmuu jJugHOW mHQopmanwu B VHTepHeTe, He
IIOHMMas BO3MOJKHBIX TOCIeJCTBHH. THI Jla’ke He CMOXKEIIb J0rafiaTbcsi O TOM, 4To ¢ororpadus,
pasMeleHHas 5 JIET Ha3aJ|, CTajla IPUIMHON OTKa3a IPUHATH Te6A Ha paborTy.

KommenTapun, pasmernienue TBoux (ororpaduil u Jpyrue AeiCTBUS MOTYT HE HUCUE3HYTH JaXKe IIOCJIE TOTO,
Kak ThI UX yZanuib. Thl He 3Haellb, KTO COXpaHWI 3Ty HHGOPMaIHIo, Iolaja I OHa B IOUCKOBBIE CUCTEMBI U
COXpaHIJIACH JIX OHA, & IJIABHOE: UTO IOAYMAIOT O Tebe OKpY»Kalolllee JIIOAH, KOTOpble HAUAYT U YBUIAT 3TO.



Hatitn mHOpMAIUI0 MHOTO JIET CITyCTSI CMOJKET JIF00OM - KaK U3 J0OPBIX MOOYK/IEHUH, TaK U C HAMepeHUeM
MIPUYUHUTD BPeJl. ITO MOMKET OBITh KTO YTO/THO.

OCHOBHBIE COBETHI I10 3aIUTE ITUGPOBOU pEITyTaIUN:
1. ITomymaii, mpeskie 4eM 4TO-TO ITyOIMKOBATH U IepefjaBaTh y cebsi B 6JI0Te WIHN B COIIUATIBHOU CETH;

2. B HacTpoiikax npoduiis yCTaHOBH OTPAaHUYEHUS Ha IIPOCMOTP TBOEro IPo(MIIA U ero COAEPKUMOTO, CAeIai
€r'0 TOJIBKO «JIJISI IPY3€eii»;

3. He pasmelnaii u He ykaspiBaii HHGOPMAIIHIO, KOTOPas MOKET KOT0-T00 OCKOPOJIATh MIK OOMKATh.
ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJIBHUKH- AKTUBHBIE II0JIb30BaTeNd IU(POBOro mpocrpaHcTBa. OAHAKO /1aJIeKO He BCe
3HAIOT, YTO IIOJIb30BAHWE MHOTHMMH BO3MOXKHOCTAMH IHU(MpOBOro Mupa TpebyeT coOJIIOfeHHsI MpaB Ha
VHTEJUJIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMHUH «HHTEJUIEKTyaIbHAsE COOCTBEHHOCTb» OTHOCHTCSA K PA3JIMYHBIM TBOPEHHUSIM UEIOBEYECKOTO yMa,
HauWHasi C HOBBIX H300pEeTEeHWH U 3HAKOB, 00O3HAUYAIOININX COOCTBEHHOCTH HA MPOAYKTHI M YCJIyTH , U
3aKaH4YWBasA KHUTamMu, hororpabuaMu, KHHOGUIBMAMHU U My3bIKaIbHBIME [TPOU3BEIEHUAMH.

ABTOpCKHE TIPaBa - 3TO IpaBa Ha MHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh HAa IPOU3BEIEHUS HAYKU, JIUTEPATYPHL U
HCKYyCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KaueCTBe T'apAaHTHH TOTO, UYTO HUHTEJIEKTYaJIbHBIN/TBOPUYECKUI
TPYZ aBTOpA He Oy/IeT HAIPAaCHBIM, JACT MY CIIPABe/JIMBBIE BO3MOXKHOCTH 3apab0OTaTh HAa Pe3yJIbTaTaX CBOETO
TPYy/ia, MOJIYIUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3 paspelieHus aBTOpa HE MOXKET BOCIIPOU3BOAUTH €r0
MPOU3BENIEHHE, PACIPOCTPAHATh, MYOJIUYHO JEMOHCTPHUPOBAaTh, MPOJABaTh, HMIIOPTHPOBATh, IYyCKaTh B
MIPOKAT, MyOJIMYHO UCIIOIHATD, TIOKA3bIBATh/ CIIOIHATD B 3dUpe WK padMelaTs B IHTepHeTe.

Hcronp30BalHme «IIUPATCKOTO» IIPOTPAMMHOIO 0OeclieueH s MOKET IPUBECTH K MHOTUM PUCKAM: OT IIOTEPU
JAHHBIX K TBOMM AaKKayHTaM [0 OJIOKMPDOBKM TBOErO YCTPOHCTBA, I/l€ YCTAHOBJIEHHBIH He JierajbHas
nporpamma. He crouT Tak:ke 3a0bIBaTh, YTO CYIIECTBYET JieTaJibHble M OeCIIJIaTHBIE MMPOrPaMMBblI, KOTOpbIE
MOKHO HalTH B CETH.

O noprane

CeTeBUYOK.P® - TBOH IJIABHBIN COBETUYHK B CETH. 37IECH Thl MOKEIIb Y3HATH O 6€30I1aCHOCTHU B CETU ITOHATHBIM
U JIOCTYIHBIM fI3bIKOM, a IIPH BO3HHKHOBEHUM KPUTHUYECKOU CUTyal[Ud OOPAaTUTHCSA 32 COBETOM. A TaKKe
NIPUHATH yYacTHe B KOHKyPCax U CTaTh CaMbIM IIU(MPOBHIM I'POKAAHUHOM !

IIpunosxenue NQ 3

ITamaTka a1 poauresed 00 nHPOPMAITMOHHON 0€30IMacHOCTH
aereu

OmnpeziesieHne TepMUHA «MH(pOpPManoHHAsA Oe30IacHOCTh JieTeil» cozepxkurcsa B PenepanbHoM 3akoHe NO
436-P3 «O 3amure fereli oT HHGOPMALINH, TPUINHSAIONIEH BPE] UX 37I0POBBIO U PA3BUTHIO» , PETYIUPYIOIINM
OTHOIIIEHUs, CBA3aHHBIE C 3AIIUTOH JeTell OT WH(OpMAaINH, MPUUUHAIONIEH Bped UX 370pOBbI0 U (WIH)
paseutuo. CorylacHO IOAaHHOMY B3aKOHY «WH(pOpPMAIMOHHAs Oe30MacHOCTh JAeTel» - 3TO COCTOSTHHE
3alUIIEHHOCTH, TPH KOTOPOM OTCYTCTBYET PWICK, CBA3aHHBIA C NMPUYHHEHHEM WHQoOpMaliued Bpefa HX
3710pOBBIO U (WI1) GUBHMIECKOMY, IICUXUUECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbaoro sakona NO 436-03 unbopmanuel, IPUIHHSAIONIENR BPe 3M0POBbI0 U (M/IH) PA3BUTHIO
JeTel, ABJISeTCA:

1. uHdOpMaIus, 3apenieHHas /I PACIIPOCTPAHEHUSI CPEU JIETEH;
2. uHdOpMaIUs, pacIpocTpaHeHe KOTOPOU OTPAHUYEHO CPEIH JIETEH OTIpe/IeIEeHHBIX BO3PACTHBIX KATETOPUH.
3. K uadopmanuu, 3anpenieHHOH 11 pacIpoCTPaHEHUA CPeAy JieTel, OTHOCUTCA:

4. nHopManus, moby:KamIas AeTel K COBEPIIEHUIO JeHCTBUH, IPEICTABIISIONIAX YTPO3y UX KU3HU U (MIH)
37I0POBBIO, B T.4. IPUYNHEHUIO BPela CBOEMY 3/I0POBBIO, CAMOYOUICTBY;
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5. CIOCOOHOCTH BBI3BATH y JIETEH JKeJIAHWE YIIOTPEeOUTh HADKOTHUYECKUE CPEJICTBA, ICUXOTPOIHbIE M (MJIH)
O/lypMaHMBAIOIIINE BEIECTBA, TaOAaUyHble U3/|ENUs, AJTKOTOJIBHYIO U CIIMPTOCO/IEPIKALIYIO IPOIYKIUIO, IHBO U
HaIUTKY, U3TOTaBJINBaeMble Ha €r0 OCHOBe; IPUHATH yUacTHe B a3aPTHBIX UTPaX, 3aHUMAThCs IIPOCTUTYINEH,
OPO/SI’KHUYECTBOM FUIH MTOIPOLIAaHHUYECTBOM;

6. 000CHOBBIBAIOIIAS UJIM OIIPAB/IBIBAIOIIAS JIOIYCTUMOCTD HACHIUSA U (MJIH) JKECTOKOCTHU JINO0 MO0y KAAI0Iast
OCYIIIECTBJIATH HACUIBCTBEHHBIE IEHCTBUS 10 OTHOIIEHUIO K JIIOZAM U YKUBOTHBIM;

7. OTPHUIAIONIAs ceMeNHble IEHHOCTU U (POPMUPYIOIIas HeyBaXKeHUEe K POJUTENSAM U (WIHM) JPYTUM UWieHAM
ceMbU;

8. ompap/ipIBaIONIAs IPOTUBOIIPABHOE MTOBEEHNE;

9. cozieprKaIas HelleH3yPHYI0 OpaHb;

10. cozepakaias nHpopMaIuio nopHorpaduyeckoro xapakrepa.

K nadopmarnuu, pacupocTpaHeHHe KOTOPOH OTPAaHUYEHO CPEY JIETEH OIPe/IeJIEHHOTO BO3PAcTa, OTHOCUTCA:

1. uadOpMAaIlUs, IpeACTaBIsgeMas B BU/le U300paKEHHU WIN OMUCAHUS KECTOKOCTH, pU3UUecKoro u (MIn)
[ICXMYECKOTO HACHJIHS, TPECTYIUIEHUSI MJIH MHOTO aHTHOBIIIECTBEHHOTO IEHCTBYS;

2. BBI3BIBAIOIIAS Y /IeTEN CTPAX, Y?KAC WX NAHUKY, B T.4. IIpe/ICTaBJIsgseMas B BUzle N300paKeHUs WK ONMCAHUSA
B YHIDKAIOIIeH 4yejloBeuecKoe JOCTOMHCTBO ¢hopMe HeHAaCHWIbCTBEHHOU cMepTH, 3ab0JieBaHUs, caMOyOuIiCcTBa,
HeCYaCTHOTO CJIy4asi, aBapUU WIN KaTacTpodbl U (WIN) UX IOCTIE/ICTBU;

3. mpexacrapisieMas B BHAEe H300pa’KeHUA WM OIKMCAHUS IIOJIOBBIX OTHOIIEHHH MEXAY MY:KUYMHOH U
JKEeHIIHOH;

4. copepKamas GpaHHbIE CJIOBA U BBIPAKEHUsA, HE OTHOCSINNECS K HEIEeH3YPHOH OpaHu.

C yuerom 3Toro Bam mpemiaraioTcss mpaBmwia paboThl B cetd VIHTEpHET /Jisi PA3IMYHBIX BO3PACTHBIX
KaTeropuii, cobJII0/ieHre KOTOPBIX MTO3BOJIUT 00eceunTh HH(POPMAIIMOHHYI0 6€30IIaCHOCTD BAIIIUX JIETEH.

O01pe mpaBuJja AJIs1 POAUTENEH

1. HezaBucumo oT Bo3pacTta pebeHKa HUCIOIb3YiHTe MporpaMMHoe obecieueHue, moMmoraoinee GUIbTpoBaTh U
KOHTPOJIUPOBaTh MHGOPMAIMIO, HO HE IOJaraiTech IMOJHOCTBbIO Ha Hero. Balle BHUMaHUe K PEOEHKY -
[JIABHBIM METO/ 3aIUTHI.

2. Ecoiu Bamr peGeHOK MMeeT akKayHT Ha OJHOM W3 conuanbHbIX cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMAaTeJIbHO HU3YYHTE, KaKyl0 WH(POPMAIHUIO OMEIIAIOT €r0 YYaCTHUKH B CBOUX
npodwiax u 6siorax, BKI4das Gororpaduu u BUIEO.

3. [IpoBepsbTe, ¢ KAKUMHU JPYTUMH CAUTAMHU CBA3aH COLMAIBHBIA cepBHUC Barero pebenka. Ctpanmuku Bamrero
pebeHka MoryT OBITH 6€30IIaCHBIMU, HO MOTYT U COJIEPKATh CCHUIKA Ha HEXKeJIaTeJIbHbIE M OIACHBIE CAUTHI
(mampuMep, IOPHOCAUT, WJIN CAMT, HA KOTOPOM JpYT YIIOMHUHAET HOMEDP COTOBOTO TesiedoHa Barero pebenka
win Bam joManrHui agpec)

4. Toompsiite Bamux geteil coobiath 060 BCeM CTPAaHHOM IJIM OTTAJIKUBAIOIIMM U HE CJIMIIKOM OCTPO
pearupyiite, KOrjja OHH 3TO JeJaloT (M3-32 OmaceHHsl MOTepATh AOCTYyHn K VIHTEepHETY /[eTh He TOBOPST
POAUTENAM O IPOOJIEMAaX, a TAKKE MOTYT HAYaTh UCIIOJIH30BaTh VIHTEPHET BHE JIOMAa U IIIKOJIBI).

5. Byznbre B Kypce ceTeBoii :ku3Hu Baiiero pebenka. lHTepecyiTech, KTO UX APY3bsa B VIHTEpHET Tak Ke, KaKk
HWHTepecyeTech peayIbHIMU APY3bsIMHU.

Bospacr ot 7 10 8 sieT

B UHTepHeTe pebGeHOK crapaercs IOCETHTb Te FJIM WHbIE CAUThI, a BO3MOXKHO M YaThl, paspelieHue Ha
IOCeIleHNe KOTOPhIX OH He IOJIydus Obl oT poputesneil. IloaTroMy poauTesnsam oco0eHHO IOJIE3HBI OyayT Te
OTYeTHI, KOTOpPBle IPEZOCTABJIAIOTCA IIPOrpaMMaMM II0 OTPaHMYEHHIO HCIIOJIb30BaHWUA IIHTepHeTa, T. e.
PopuTrenbckuil KOHTPOJIb WX TO, YTO BB CMOXKETe YBH/IETh BO BPEMeHHBIX ¢aiiax. B pesysbrare, y peberka
He OyZieT OLIyIIeHNs, YTO 32 HUM BeZeTCA IOCTOSHHBIN KOHTPOJIb, OJHAKO, POJUTENH OyAyT HMO-IIPEXKHEMY
3HaTh, KaKHe CAlTHI mocemaer ux pebeHOK. JleTH B JaHHOM Bo3pacTe 00JIaJIal0T CHJIBHBIM YyBCTBOM CEMBH,
OHU /IOBEPYHBBI 1 HE COMHEBAIOTCA B aBTOopuTeTax. OHU JI00AT UTPaTh B CETEBHIE UTPHI U IIyTEIIECTBOBATH 110
VHTepHEeTY, UCIIOJIb3YS JIEKTPOHHYIO II0UTY, 3aX0AUTh HA CANTHI U YaThl, HE pEKOMEH/IOBAHHBIE POAUTEISIMU.



CoBeTbl 110 6€30ITaCHOCTH B ceTy MHTEpHET /I JieTel 7-8 et

1. Co3paiiTe CIHCOK [IOMAIIHUX IPAaBWJI IOceleHus VIHTepHETa HpU ydacTUH JeTed U TpebyiTe ero
BBITIOJIHEHUS.

2. Tpebyiite ot Barero pebeHka co0JII0/leHNs BPEMEHHBIX HOPM HaxXOKZEeHHs 3a KoMibioTepoM. [Tokaxkure
pebeHky, uro Bel HabI0/1aeTe 32 HUM He TIOTOMY 4TO Bam 3TO Xouercs, a moToMy uTo Bbl GecriokouTtech 0 ero

6e30IaCHOCTH U Bcerga roToBbl €My IIOMOYb.

3. KOMHI)IOTep C IIOAKJIDYEHHEM K I/IHTepHeTy JOJI2DKEH HAXOAUTHCA B 06meﬁ KOMHaAaTe II0[ HpI/ICMOTpOM
poauTenen.

4. HCHOHLSyﬁTe CliequaJibHbI€ IETCKHE IIOMCKOBbIE€ MAaIllIMHbI.

5. Hcnonb3yiite cpencTBa OJIOKMPOBAaHUSA HEXKeJIATEJIBHOTO KOHTEHTA KakK JIONOJHEHHE K CTaHZAPTHOMY
PopuTesckoMy KOHTPOJTIO.

6. Co3patiTe ceMeNHbBIN 3JIEKTPOHHBIH AIIUK, YTOOBI HE TO3BOJIUTH JIETAM UMETh COOCTBEHHBIE aJIpeca.

7. Biokupyiite mocTym K caiiTaMm ¢ GeCIUIATHBIMH IOYTOBBIMH ANUKAMH C IIOMOIIBI0 COOTBETCTBYIOIIETO
IPOrPaMMHOTI0 O0eCIeueHus.

8. Ilpuyunre feTell coBeTOBAaThCA C¢ Bamm mepesn omyOiMKOBaHWMEM KaKOH-1MO60 MHOOpPMAIUM CPEJICTBAMU
3JIEKTPOHHOH IOYTHI, YaTOB, PETUCTPALMIOHHBIX (OPM U IpoduIei.

9. Hayuwure fereti He 3arpy»karh (paiiibl, IpOrpaMMbl WJIK My3bIKY 0€3 BaIllero COrIacusi.
10. He paspemaiite /IeTsAM HUCIOJIB30BATH CJIY>KOBI MTHOBEHHOTO 0OMeHAa COOOIIEHUAMH.
11. B «BepIii» CIIMCOK CAliTOB, pa3pelIeHHBIX JIsl TOCEIeHsI, BHOCHTE TOJIBKO CAUTHI C XOPOIIEH peryTaiuei.

12. He 3a0bIBaiiTe OeceloBaTh C AeThbMU 00 WX APY3bsAX B VIHTepHeTe, Kak ecau Obl peub IIJIa O APY3bsIX B
PEaIbHOM KU3HU.

13. He nesnaiite «Taby» 13 BOIPOCOB MOJIOBOM JKU3HU, TAK KaK B IHTepHETE JETH MOTYT JIETKO HATKHYThCA Ha
MTOPHOTPA(UIO MJIH CAUTHI «JIJIS B3POCIBIX».

14. IIpuyunte Baimiero pebeHka cooOIaTe BaM O JIIOOBIX yIpo3ax WJIH TPEBOTAX, CBA3AHHBIX ¢ VIHTEPHETOM.
OcraBaiTech CIIOKOHHBIMH M HAITOMHUTE JIETAM, UTO OHHM B 6€30I1aCHOCTH, €C/TH CAMU PACCKA3a/IHd BaM O CBOMX
TpeBorax. [IoXBaJiuTe UX U IOCOBETYITE IMOAOUTH ellle Pa3 B MOAOOHBIX CIydasx.

Bospacr zieteti ot 9 710 12 JIET

B manHOM BO3pacre JeTH, Kak IPABHJIO, y)Ke HACJBIINIAHBI O TOM, Kakasd WHGOPMAIUA CYIIEeCTBYeT B
NuTepHete. COBEPIIIEHHO HOPMAaJIbHO, UTO OHHM XOTAT 3TO YBHETH, MPOUYECTh, YCJBINATh. [IpH 3TOM HY>KHO
IIOMHHTB, YTO JIOCTYIl K He)KeJIaTeJIbHBIM MaTepHajlaM MOKHO JIETKO 3a0JI0KMpPOBaTh IPHU IMOMOIIHU CPEACTB
PoiuTenbCckoro KOHTPOJIA.

CoBeTsl 110 6e30IIaCHOCTH JIJIA JETER OT 9 /10 12 JIET

1. Co3pmaiiTe CIHCOK JOMAalIHUX IPaBWI IoceleHus VHTEpHET NpH ydJacTUW JAeTed M TpeOyHTe ero
BBINOJIHEHUA.

2. TpeOyiite ot Bairero peberka coOI0AeHNsI HOPM HaXO0K/IEHHUA 32 KOMIIBIOTEPOM.

3. Habmonaiite 3a pebeHkoM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKHUTE €My, YTO Bbl GECIOKOUTECh O €ro
6€e301aCHOCTH U BCEIr/Ia TOTOBBI 0KA3aTh €My IIOMOIIIb.

4. KommploTep ¢ moAkiOYeHHeM B VHTEpHET JOJKEH HAaXOJAUThCS B OOIEHd KOMHATE IOJ MPUCMOTPOM
ponuresexn.

5. Vcmosp3yiiTe cpencTBa OJIOKMPOBAHHUA HEKEIATETBHOTO KOHTEHTA KaK JOIMOJHEHHE K CTaHAAPTHOMY
PopurenbckoMy KOHTPOJIIO.

6. He 3abpiBaiiTe IpUHUMATh HEIIOCPEJCTBEHHOE yJyacTue B JKU3HU pebeHKa OeceloBaTh € JE€TBMH 00 HX
Zpy3bsx B IHTepHeTe.



7. HactauBatite, 4TOOBI /IeTH HUKOT/IA HE COTJIAIIAINCH Ha JIMYHbIE BCTPEUH C APY3bsIMU 10 VIHTEpHETY.
8. ITo3BosAITE AETAM 3aXOUTH TOJIBKO HA CAUTHI U3 «0OEJI0T0» CIUCKA, KOTOPBIM CO3/IaiiTe BMECTE C HUMMU.

9. IIpuyunTte nereil HUKOIZIa He BHIZIaBaTh JIMYHYI0 MHGOPMALUIO CPeICTBAMU 3JIEKTPOHHOH ITOYTHI, YaTOB,
CHUCTEM MTHOBEHHOro OOMeHa COOOIIEeHUsMH, PErHCTPAl[MOHHBIX (OpM, JHUYHBIX NOpodWIed U Ipu
perucTtpanuu Ha KOHKypcel B IHTepHeTe.

10. IIpuyunre fmereii He 3arpykarb nporpaMmbl Oe3 Bamiero paspemenus. OObsACHUTE MM, YTO OHU MOTYT
cJIygaliHO 3arpy3uTh BUPYCHI WIH APYyroe HexkeJlaTeJIbHOe IPOrpaMMHOe obecriedeHue.

11. Cozzatite Baiiemy peGeHKY OrpaHHYEHHYI0 YUETHYIO 3aIIUCH JJ1s1 pab0ThI HA KOMITBIOTEDE.

12. IIpuyunre Bamero pebenka coobmaTh BaM 0 JIIOOBIX YIpO3ax WJIM TPEBOTAX, CBA3AHHBIX ¢ VIHTEpHETOM.
HanomHuTe /1eTAM, 4TO OHU B 6€30IIaCHOCTH, €CI CAMH PACCKA3a/IH BaM O CBOMX TPEBOTAX U OIIACEHUSIX.

13. PacckakuTe JieTsim 0 mopHorpaduu B IHTEepHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI JE€TH MPEIOCTAB/IAIN BaM JOCTYII K CBOEH 3JIEKTPOHHOH IOYTE, YTOOBI BBI
yOeIMINCh, YTO OHU He ODIIAI0TCA ¢ HE3HAKOMIIAMH.

15. OOBSCHUTE JIETAM, UTO HEJIB3S UCIIOJIH30BATh CETH VISl XyJIUTAHCTBA, PACIIPOCTPAHEHHS CIJIETEH I YIPO3.
Bospacr gereii OT 13 710 17 JIET

B sTOM BO3pacre MOAPOCTKU aKTUBHO HCIOJIB3YIOT ITOMCKOBBIE MAIIWHBI, ITOJIb3YIOTCSA 3JIEKTPOHHOHN IOYTOU,
cty:k6aMy MTHOBEHHOTO OOMEHA COOOIIEHUsIMHU, CKAUYUBAIOT My3bIKY U QUIBMBI. MasbunKaM B 3TOM BO3pacTe
OosIblile IO HPaBy CMeTaThb Bce OTPaHUYEHUs, OHH KaKAYT IpPyOOro I0MOpa, a3apTHBIX UIP, KaPTUHOK «JJIfA
B3pOCJIBIX». J[€BOUKM NPEANIOYUTAIOT O0INAThCSA B 4Yarax, IIPU 3TOM OHU ropaszio 6oJjiee UyBCTBUTENIBHBI K
CeKCyaJIbHBIM JIOMOraTeIbCTBaM B MIHTepHeTe.

3avacTtyio B JJaHHOM BO3pacTe POAUTEJNISAM y:Ke BeChbMa CJIOXKHO KOHTPOJIMPOBATh CBOWX JIETE€H, TaK Kak 00
VHTEpHETE OHU y)Ke 3HAIOT 3HAYUTEJIbHO OOJIbllle CBOUX poauTeseil. TeM He MeHee, He OTIyCKaiTe JieTell B
«cBOOO/IHOE IUIaBaHue» 10 VHTepHeTy. CTapaliTeCch akTUBHO yUacTBOBATh B 001IeHnN pebeHka B VIHTepHETE.

BakHO mo-mipexHEMY CTPOro coOJIr01aTh npaBuiia NHTepHeT-6e3011aCHOCTH -COTJIallIeHIe MeK/Y POAUTEISIMU
u fetbMu. Kpome TOro, HeoOGXOAMMO KakK MOXKHO dYallle IIPOCMATPUBATh OTYETHI O JIEATEJIbHOCTU JIeTed B
HurepHere. Cremyer 06paTUTh BHUMaHUE Ha HEOOXOUMOCTD COJIEPIKAHUS POJAUTENIHCKUX MapoJiel (aposei
aIMUHHICTPATOPOB) B CTPOTOM CEKpPeTe U 00PaTUTh BHUMAaHUE Ha CTPOTOCTh 3TUX HapOJIei.

CogeTblI 110 6€30MIaCHOCTH B 3TOM BO3PACTE OT 13 /IO 17 JIET

1. CosgaiiTe CIOHCOK JOMAIIHUX IPABHJI MOCEIeHUsA MHTepHEeTa NMpU yYacTHU IOAPOCTKOB M TpelyiiTe
0e3yCIOBHOTO ero BhImoIHeHusA. OGroBopuTe ¢ peOeHKOM CIIMCOK 3allpelleHHbIX CalTOB («UEPHBIN CIIHCOK»),
vachl paboTsl B VIHTepHETE, PYKOBOJCTBO 110 00IIeHn0 B IHTepHeTe (B TOM YHCJIE B YaTax).

2. KoMIpIoTEp € MOAKIIOUEHHEM K ceTH VHTEpHET JI0JI?KEH HAXOIUTHCA B OOIIEN KOMHATE.

3. He 3a6rbiBaiiTe GecemoBaTh ¢ eThbMU 00 UX APY3bsAX B MIHTEpHETE, O TOM, YEM OHHM 3aHSTHI TAKHUM 00paszoM,
OyaTO pedb HAET O APY3bsX B peaybHOM jku3Hu. CrpamuBaiTe O JIIOJAX, ¢ KOTOPBIMH JETH OOIIaroTCs

ITOCPEICTBOM CJTYK0 MIHOBEHHOTO 00MeEHA COODIIEHUAMU, YTOOBI YOeIUTHCs, UTO STH JIFOAN UM 3HAKOMBI.

4. Ucnosnp3yiiTe cpefcTBa OJIOKUPOBAHUs HEXKEJIATEJIBHOTO KOHTEHTA KaK JIOTMOJIHEHHWE K CTAH/IapTHOMY
PopurenbckoMy KOHTPOJIIO.

5. H€O6XO/'_'[I/IMO 3HAaThb, KAKUMHU YaTaMU IIOJIb3YIOTCA Bammu JAETH. HOOIIIpHI‘/JITe HCIIOJIb30OBAHUE MOAEPUPYEMBIX
4yaToOB U HaCTaHBafITe, 4TOOBI JAE€TH HEe 06n1a,n1/1c5 B IIDUBATHOM pEXUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI ZIETH HUKOT/IA HE BCTPEYAJIHICH JIMYHO C IPY3bsIMH U3 ceTu MIHTepHeT.
7. Ilpuyunte neTeli He BBIABATh CBOIO JIMYHYI0 HMHGOPMALUIO CPEJCTBAMM 3JIEKTPOHHOHN IIOUTHI, YaTOB,
CHUCTEM MTHOBEHHOrO OOMeEHa COOOIIEHUSMY, PETHCTPAIMOHHBIX (OpM, JHYHBIX NOpoduwied U MpU

perucTpanuu Ha KOHKypcel B IHTepHeTe.

8. Ilpuyuure feTell He 3arpykaTh mporpaMmbl 0e3 Barero paspemenusa. OObACHHUTE UM, YTO OHH MOTYT
CJIy4aliHO 3arpy3UTh BUPYCHI WIH APYTOe HeXXeJlaTeIbHOe IPOrpaMMHOe obecrieueHre.



9. IIpuyuute Bamrero pebGenka coobIaTh BaM O JIIOOBIX yrpo3aX WIM TPEBOTaX, CBA3aHHBIX C IHTEpHETOM.
HanomHure J1eTsiM, 4TO OHM B G€30IIaCHOCTH, €CJIM CAMH PAacCcKa3ad BaM, O CBOMX yrpo3aX WJIM TPEBOTaX.
IToxBasyiuTe UX U IOCOBETYHTE ITO/IONTH €Ille pa3 B OI0OHBIX CIyJasX.

10. Pacckaxkure nersim o mopHorpadum B IHTepHere. Ilomormre mm 3amuTuThesa OT criama. Haydwre
IIOZIPOCTKOB He BblJaBaThb B IIHTepHeTe CBOEr0 peajJbHOIO JJIEKTPOHHOIO ajpeca, He OTBedYaTb Ha
HelKeJIaTeJIbHbIE MIChbMAa U HCI0JIb30BaTh CIEI[UATbHbIE IOYTOBBIE (DPUIBTPHI.

11. ITpuyunTe cebs1 BHAKOMUTBCS C CAUTAMU, KOTOPBIE IIOCEIIAIOT OAPOCTKH.

12. HayuwnTe fieTell yBaskaTh APYrUX B MHTEPHETe. YOEIUTECh, YTO OHU 3HAIOT O TOM, UTO IIPABUJIA XOPOIIETO
IIOBE/IEHUS IEUCTBYIOT Be3/le — JjaXKe B BUPTYaJIbHOM MUPE.

13. OOBsICHUTE JIETSIM, YTO HU B KOEM CJIyyae HeJIb3sl UCIO0JIb30BaTh CeTh /ISl XYJIUTaHCTBA, PACIIPOCTPAHEHUS
CILJIETEH WX YTPO3 APYTUM JIIO/IAM.

14. ObcyanTe ¢ IOAPOCTKAMHU ITPOGIEMBI CETEBBIX a3aPTHBIX UT'P U UX BO3MOXKHBIHN prck. HamomHuTe, UTO Z1ETH
He MOTYT UTI'PaTh B 9TU UTPHI COIVIACHO 3aKOHY.

ITocTOsTHHO KOHTPOJIMPYHTE HCIIOIb30BaHKue VHTepHEeTa Bammm pebeHkoM! ITo He HapyIIeHNEe ero JUIHOTO
IIPOCTPAHCTBA, a Mepa IIPeZ0CTOPOKHOCTH U NIPOsIBJIeHNEe Balell posiuTeibcKol OTBETCTBEHHOCTH U 3a60THI.
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